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Foreword and Motivation

Whereas in the past, functional safety hardly played a role in many industries, and in the
others was essentially ensured by detailed design rules, driven by (negative) experiences
EL today the trend is moving away from fixed design rules to quantitative requirements
and evidence. This undoubtedly promotes innovation and competition, but it also carries

the risk of unsafe systems entering the market.

The practice of the author as an assessor for functional safety shows again and again,
that even experienced safety engineers find it difficult to perform correct calculations.
This is often caused by a lack of understanding of the different variables, but just as
often it is also due to a lack of knowledge about the calculation tools and methods used
(especially FTA tools), coupled with an unjustifiably high level of trust in them.

This introduction is primarily intended for prospective and experienced safety engineers,
but also to mathematicians or computer scientists, who are entrusted with the develop-
ment of calculation tools. Reference is occasionally made to standards, however, knowl-
edge of these standards is not presumed.

Preface

In the following, the term system is used, because this is common in this context. In
fact, however, the term function would often be more correct, since a failure and thus all
calculations generally refer to a function, which is to be executed by a technical system.
The term system is meaningless without naming the considered (failure) function, because
a system will usually execute several functions, which will have different failure behavior
due to the generally different components involved, and whose different malfunctions will
generally have different consequences. The (imprecise) term system is also used in the
following, to avoid confusion with mathematical functions and thus make it easier to
read.

In the field of reliability calculation usually the scientific notation of numerical values is
used, for example 0.0123=1.23e-2=1.23E-2 or 1000=1E3=1.0E3 (whereas 1.0-10E3=10E3
is actually 1E4=10000 — and not 1000, as often assumed!).

Understanding sections 2] and [4] is a prerequisite for all other sections, they should there-
fore be read before taking a closer look at the examples given in sections 5] and [6] Those

who are only interested in fault trees, can skip the sections on Markov modeling.

La former colleague used to say: "safety was paid for in blood"
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1 Introduction

For all types of technical systems, which can cause damage in case of malfunction safety
must be demonstrated before they can be put into operation or placed on the market.
Examples are machine tools, robots, road or rail vehicles, aircraft or power plants. For
these systems, safety can be expressed in terms of hazard rates, failure rates, or gener-

ally occurrence rates for specific undesired events, which must be calculated by safety

engineers.

In addition, there is another class of technical systems, for which safety must be demon-
strated: Systems that are designed to protect against harm in the event of a hazard. Ex-
amples are fire detectors, emergency call systems, emergency relief valves or emergency
pumps. These systems cannot cause any damage themselves, however, a malfunction in
the event of a demand can increase the damage or make it possible in the first place.
Safety of these systems is determined by their availability, which must meet a minimum

level.

In this introduction, all quantities relevant for the description of safety are named and
explained, and the mathematical relationships are explained. In particular, maintain-
able (or repairable) components and systems are considered intensively. Methods of
calculation are also presented, especially fault tree analysis and Markov modeling. The
mathematical background is also discussed, which, in the author’s opinion, is essential

for correct modeling.
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2 Reliability and related variables

2.1 Reliability and unreliability

Reliability R(t1,t2) is the probability, that a component/system/function does not fail
in the time interval ¢; to to, regardless of whether it was working at time ¢;.

Unreliability F'(t1,t2) is the probability, that a component /system /function fails in the
time interval #; to o, regardless of whether it was working at time t;. Consequently, it
is the complementary probability (or converse probability) to the reliability:

F(tl,tg) =1- R(tl,tg) or R(tl,tg) =1- F(tl,tg) (1)

For practically all questions one chooses t; = 0 and thus obtains the one-parameter
functions R(t; = 0,ty = t) = R(t) and F(t; = 0,2 = t) = F(t). For the relationship
between reliability and unreliability, the following applies accordingly:

F(t)=1-R(t) or R(t)=1-F(t) 2)

F(t) is sometimes also referred to as the probability of survival.

Note: Unreliability is often called probability of failure. However, unavailability is also
often called probability of failure, although it is a completely different quantity. To avoid
misunderstandings, the term "probability of failure" should not be used, therefore.

Note: Especially for vehicles, one sometimes relates reliability and also subsequent quan-
tities to the distance s traveled. F'(t1,t2) then becomes F(si,s2) etc. In all formulas
given, the time must then be replaced by the distance.

Example 2.1 Let the probability p be asked, that a component with age t will fail within
the next hour. It should not be assumed that it is still working at time t:

p=F(t,t+1h)=F(t+ 1h) — F(¢)
Example 2.2 Let the probability p be asked, that a component with age t, which s still
working at time t will fail within the next hour:

F(t,t+1h) F(t+1h)—F() R(t)— R(t+1h)

R(t) R(t) B R(t)

Example 2.3 [t is known from many years of experience, that the reliability and unre-
liability follows the (cumulative) distribution functions shown in Figure .

Question 1: What is the probability that the component will work for more than 40.000
hours?

Answer: p = R(40000h) ~ 0.2. Consequently, the component will work longer than
40000 hours with 20% probability.

Question 2: What is the probability, that the component will fail between 40000 and 50000
operating hours?
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F(t) R(t)
1.000E00 1.000E00
9.000E-01
8.000E-01
7.000E-01
6.000E-01 /
5.000E-01 \/
4.000E-01 /\ 4.000E-01
3.000E-01 /// 3.000E-01
2.000E-01 2.000E-01
1.000E-01 / 1.000E-01
O'OOOEOOLO 200000.0 400000.0 600000.0 0-000500

Figure 1: Ezample reliability and unreliability function

Answer: p = F(50000h) — F(40000h) = R(40000h) — R(50000h) ~ 0.15. So the
component will fail with 15% probability after 40000 to 50000 hours.

Question 3: What is the probability that the component will fail between 40000 and 50000
hours of operation, if it was still working at 40000 hours?

F(50000h) — F(40000h) 0.15

~ = 0.75.
R(40000 h) 0.2

Answer: p =

2.2 Failure density and failure rate

The change in unreliability per time is the failure density. For any failure density function

f(t) holds:
FO) = [smar o =30 =-S5 3)
0

Unlike unreliability, failure density is not a probability. It can take any positive value
and has a dimension (usually 1/time or 1/distance).

Since the unreliability for ¢ — oo approaches 1, the following must hold for any density

function: .
/ f(r)ydr=1 (4)
0
The failure rate h(t) for arbitrary failure density functions is given as
Q) f(®)
h(t) = = 5
®) R(t) 1-F(t) (5)
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F(t)=1- A (8)

A failure distribution is fully described by f(t) or F'(t) or R(t) or h(t)

Figure [2| shows an example failure distribution and the quantities describing it.

f(t) h(t) F(t) R(t)
5.000E-055.000E-05

/ 1.000E00 1.000E00
4.000E-05 4.000E-05 \\ /

/ / 8.000E-018.000E-01
3.000E-053.000E-05 / /

6.000E-016.000E-01

2.000E-05 2.000E-05 4.000E-014.000E-01
/ /
1.000E-05 1.000E-05 / 2.000E-012.000E-01
\&
0.000E00 0.000E0Q 0.000E00 0.000E00
1.0 100000.0 200000.0 300000.0  365869.1

Figure 2: distribution function where h(t) resembles a bathtub

Note: While the symbols R(t), F(t) and also f(t) are largely uniformly used, no symbol
has yet been established for the failure rate. Instead of h(t) one also finds A(t) or A(t).

The failure rate h(t) indicates the probability of a failure per time interval, under the
condition that the function has not failed at the beginning of the time interval:

f() _dF@)/dt _ 1 F(t+ At = F(t) .
R(t) ~  R(t)  R(t) aiso At )

h(t) =

Here the time interval At must be sufficiently small! Therefore this equation must not
be used to calculate an average failure rate over a longer period of time. The formulas
required for this purpose are mentioned in section [3

2.3 Bathtub curve

Each non-trivial component can fail in different ways. Each of these failure modes has its
own failure distribution function. There are almost always failure modes with decreasing
failure rate, these are usually due to production defects. For mechanical or even heavily
loaded electronic components, there are also failure modes with increasing failure rate,
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these are in particular the failures due to wear or aging. The total failure rate is obtained
by adding the individual failure rates of all n failure modes:

ht) = D" hitt) (10)
=1

As soon as there is at least one failure mode with falling failure rate and one with rising
failure rate, the graph of the total failure rate h(t) resembles a bathtub, see figure

2.4 Mean Time to Failure (MTTF)

The Mean Time To Failure (MTTF) is the expected value of the time until failure. It is
calculated for any failure distribution as follows:

o0

MTTF — /t-f(t) dt (11)

0

This value is referred to as natural MTTF in section 3| since it is the (arithmetic) mean
value which is obtained experimentally, if the component is always operated until failure
and then replaced. In practice, however, this is often not the case, so that other formulas
apply, especially for the determination of mean failure rates, see section

2.5 Distribution functions

In this section, some distribution functions are presented, which are relevant in practice
or for subsequent considerations. Further distributions are described in Appendix [C]

2.5.1 Exponential distribution

The exponential distribution is characterized by a constant failure rate h(t) = const.
The failure rate is therefore described by a single parameter, which is denoted by A. The
exponential distribution is the simplest and at the same time most important distribution
function. It is true for memoryless components, i.e. when the age of the component has
no significant influence on the failure rate (also called ergodic behavior). The time course
of reliability R(t), unreliability F'(¢), failure rate h(t) and failure density f(¢) is shown
in Figure 3]

The exponential distribution is described by the following equations:

ft)=x-e M (12)
Ft)y=1—e (13)
R(t) = e M (14)

The mean time to failure is:

> At41)e Mo 1
MTTF = / t-XeMdt = —(JFA)G =5 (15)
0 0
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f(t) h(t) F(t) R(D)
2.000E-05 1.000EQ0
/ 8.000E-01
1.500E-05
6.000E-01
1.000E-05
4.000E-01
5.000E-06
% 2.000E-01
0.000E00 & 0.000E00
1.0 200000.0 400000.0 600000.0

Figure 3: Exponentional distribution with A\ = 1.0E—5/h

Example 2.4 What is the probability p, that a component with age t, which is still
working at time t, will fail within the next hour. Let it be known that the component can
be described by a constant failure rate.

F(t,t+1h) F(t+1h)—F() e —e M{ttih)

R(t) N R(t) B e~ At
B oM _ a=Mt g—M1h o
= oAt

As expected, the age of the component t does not appear in the result.

Many elements can be described with sufficient accuracy by a constant failure rate. In
particular, for elements of a system whose MTTF is much shorter than the overall system
service life (and will therefore be replaced multiple times after failure, e. g. a conventional
light bulb in a lamp), and which are not replaced preventively at certain pre-defined
points in time, only a constant mean failure rate h(t) = h = A can be specified within
the scope of system calculations, since the actual failure rate function itself is random.

2.5.2 Weibull distribution

The Weibull distribution is a generalization of the exponential distribution. With an
additional parameter k£ > 0 in the exponent, falling or rising default rates can be modeled.
For 0 < k < 1 a falling, for £ > 1 an increasing failure rate results. For k£ = 1 the result
is the exponential distribution.

h(t)=X-k-(A-t)F! (16)
FO =Xk (A-t)Flem (D" (17)
F(t)=1—e O (18)
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(19)

1 1
MTTF = ~ .7 (14>
Y <+k>

Failure modes that are exclusively due to wear and tear, can usually be completely
excluded for a certain time ty. These failure modes can usually be well modeled with a
Weibull distribution with k£ > 1 (increasing failure rate), which is additionally shifted to
the right by ty > 0:

h(t)=X-k-(\-(t—t)* 1 fort>tg (20)
Note:
rameterized with g =1/

Especially in English-speaking countries, the Weibull distribution is often pa-

Figures [4] and [5| show a Weibull distribution with decreasing failure rate (k=0.5) and
with increasing failure rate (k=3).

f(t) h(t) F(t) R(t)
5.000E-06 5.000E-06 \ 1.000E00 1.000E00
4.000E-06 4.000E-06 8.000E-01 8.000E-01

\
.\
3.000E-06 3.000E-06 6.000E-01 6.000E-01
2.000E-06 2.000E-06 4.000E-01 4.000E-01
L
\ .
1.000E-06 1.000E-06 / 2.000E-01 2.000E-01
0.000E00 0.000E00Q 0.000E00 0.000E00
1.0 200000.0 400000.0 600000.0 800000.0 1000000.0

Figure 4: Weibull distribution with A =1.0E—7/h and k = 0.5

f(t) h(t)
5.000E-055.000E-05

4.000E-054.000E-05

3.000E-05 3.000E-05

2.000E-052.000E-05

1.000E-051.000E-05

0.000E0O 0.000EOOQ
1.0

—~

)/

/)

/

N\,
)

<
A

200000.0

F(t) R(t)
1.000E00 1.000E00

8.000E-018.000E-01

6.000E-016.000E-01

4.000E-014.000E-01

2.000E-012.000E-01

0.000E00 0.000E00

380810.5 h

Figure 5: Weibull distribution with A = 5.0E—6/h and k = 3.0
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2.5.3 Mortality

Human mortality is also a distribution function, although it does not directly follow a
mathematical function. Figure [6] shows a cross-sectional view of the mortality of the
mortality of the West German population in the years 1960-1962 is shown.

f(t], hit) Mortality 0-100 years Fitl, RIt)
0,10 - 1,0

0,09 - 0,9
0,08 - 0,8
0,07 - 0,7
0,06 - 0,6
0,05 - 05
0,04 - 0,4
0,03 - 0,3
0,02 - 0,2
0,01 - 01

0,00 - 0,0
0 10 20 30 40 50 &0 70 B0 o0 100

—riit) [/ —it] [1/5] —F =Rt

Figure 6: Mortality 1962 (cross-sectional view)

The cross-sectional analysis is based on the statistics of deaths during the period in
question. It thus makes a statement in particular about the actual mean age at death of
the people who died in this period. The mortality rate h(t) thus indicates the probability
here, that a person who had reached the age t dies within the time span At, divided by
this time span At.

In contrast to the cross-sectional view, the so-called longitudinal view makes a statement
about the mortality distribution of the people born in the respective period. Longitudinal
statistical observations can therefore only be made for birth cohorts, of which no human
being is still alive. For later cohorts, they represent forecasts in whole or in part. If
the mortality distribution were independent of the year of birth, the cross-sectional and
longitudinal distributions would be identical. For the longitudinal view, the quantities
are immediately illustrative:

Reliability (survival probability) R(t) is the probability of reaching age t.

The unreliability (failure probability) F'(t) is the probability of dying before reach-
ing age t.

The failure density f(t) is the probability of dying at age between ¢ and t + At,
divided by the period At, with At — 0.

e The failure rate h(t) is the probability of dying at age between t and ¢ + dt, given
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the condition of having reached age ¢, divided by the period At, with At — 0.

e The MTTF is the life expectancy of a newborn.

13
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3 Mean failure rate and mean time to failure

For many components, the failure rate is highly time dependent. A mean failure rate is
also often required for such components, among others for the following reasons:

o If system variables (hgys, Qsys) are to be calculated in a stationary way, only mean
failure rates can be used due to the principle.

e If a component is likely to fail (and be replaced or repaired) multiple times during
the system’s operational lifetime, from the first failure on, the failure rate function
itself is also a random variable, which becomes increasingly fuzzy as the number
of failures (and thus replacements) increases. Even in the case of transient, i.e.
continuously time-resolved, observations, no failure rate function can be given.

e If the component is to be replaced regularly as a preventive measure, so that it
will most probably not fail, the question arises at what interval the component
should be replaced, in order to keep the effective (residual) failure rate and thus
the probability of failure as low as possible.

Therefore, in this section, the following tasks will be addressed:

1. What are the MTTF and mean failure rate for the case, that the component is
operated until failure and then replaced? (Example: light bulb)

2. What are MTTF and effective mean failure rate for the case, that the component
is regularly replaced as a preventive measure? (Example: timing belt of a car
combustion engine)

3. If there are dangerous and non-dangerous failure modes of a component: How can
the dangerous MTTF and dangerous mean failure rate be calculated for the above
two cases?

It is often claimed, one should use the failure rate in the flat area of the "bathtub curve"
for such questions. However, this is only correct if the component is really only operated
in this range, i. e. early failures (especially production defects) can be absolutely excluded
as well as failures due to aging and wear. These conditions are very often not met — and
moreover, the bathtub curve often does not show a really flat area at all. Instead, so-
called early failures overlap with late failures.

Note: Some readers may wonder, why the abbreviation MTTF is also used for the time
between two failures, and not MTBF (Mean Time Between Failures). The answer is
simple, that almost always when MTBF is mentioned, actually the MTTF is meant (or
necessary in fact). In applications or calculations, where fault detection times or repair
times are not insignificant, these must be explicitly mentioned anyway. Thus, there is
no valid reason, neither in safety nor in reliability theory, to introduce or use a quantity

"MTBF". [

2In fact, I am not sure, if I have ever seen a document in which the term MTBF has been used
correctly — apart from theoretical textbooks
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3.1 MTTF in long use without preventive replacement

First, the MTTF and the mean failure rate are to be calculated for a component, which
has a significantly lower life expectancy than the nominal service life of the overall system.
In this case, it can be assumed that the component will fail several times and will therefore
have to be replaced several times.

For arbitrary failure distribution functions, the following holds:

MTTF = [ ¢ f(t)dt (21)
/

If sufficient test or field data is available, then this integral can be easily calculated with
a spreadsheet. If instead of f(¢) the data F(t) or R(t) are available, f(t) can be easily
obtained by numerical differentiation.

In general, the following applies to the failure density function

—fth('r) dr
f(t)=h(t) R(t) =h(t)-e 0 (22)
and thus for the MTTF
i — i h(T)dr
MTTF:/t.h()-e 0 dt (23)
0

Almost all components have multiple failure modes, which obey different failure distribu-
tion functions. Assuming that the failure distribution functions of the individual failure
modes are known, how can the MTTF be calculated? For this, it must be assumed that
the failure modes are independent of each other, i.e. they do not influence each other. In
order for this prerequisite to be fulfilled it is necessary in particular that the component
is replaced in the case of each failure. Then it holds for the total failure rate function
h(t) of the component, that it is given by the sum of the failure rate functions of the
individual failure modes:

ht) =S hilt) (24)
=1

If both all h;(t) and the respective associated reliability functions R;(t) are given by
mathematical formulas, it is helpful to simplify the double integral:

o0 t n [oe) n t
=) 2 hi(r)dr — > [hi(r)dr
MTTF:/t-h(t)-e ofizl dt:/t~h(t)-e i:lof dt
. ! (25)
:/t-h(t)-HRi(t) dt
0 i=1

The MTTF determined in this way is called complete MTTF or natural MTTF, because
it is the mean time to failure that results, if the component is used until failure and then

replaced (as is the case in long-life systems such as machinery, aircraft, or rail vehicles).
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The average failure rate of the component in the event, that the component is likely
to fail (several times) and is then replaced each time, is the reciprocal of the complete

MTTF: 1

A= VTTF

(26)

3.2 Preventive Exchange and Incomplete MTTF

In the case of preventive replacement after a time interval 7', the incomplete MTTF(T)

is required for the time interval 0 to T'. The same applies if the natural MTTF of the
component is much greater than the lifetime of the system in which it is used. From
considerations which cannot be reproduced here, it follows:

th - f(t)dt +T - R(T)
MTTF(T) = 2

27
With R(T) = 1 — F(T) and the already known formulas for the relationship between
reliability and failure rate, one obtains a formula for calculating MTTF(T') for a given
or experimentally determined failure rate function h(t):

T T
[t-f)ydt+T-(1—F(T)) [t-ft)dt+T
MTTF(T) = 2 T —0 T T
T —jh(T)dT (28)
Jt-h(t)-e 0 dt +T
=0 - T
— [h(t)dt
l—e 0

For T' — oo, the incomplete MTTF(T) transitions to the complete MTTF.

The reciprocal of the incomplete MTTF at time T is the effective failure rate Agg. It
indicates in a very practical way how often the component would fail in spite of regular
preventive replacements in case of a (very long) operating time of the entire system

TLife,sys:

1 _ N(TLife,sys) (29)

At (T)) =
ett(T) MTTF(T) Tiitesys

Here N (11 ie,sys) means the countable failures of the component in the system. Therefore,
MTTF(T) can also be called the effective MTTF for a given replacement interval T'.

Example 3.1 The failure rate of the timing belt of an engine of a passenger car can be
described by two superimposed Weibull distributions:

M =1E-9/h; ky = 0.3 = hy(t) = 1IE-9/h- 0.3 - (1E-9/h - £)*3~*

Ay =2E—4/h; ky = 4.0 = hy(t) = 2E—4/h- 4.0 - (2E—4/h - t)+9~1

Here hq(t) describes so-called early failures, such as those caused by defective components
or faulty assembly, and ha(t) describes the wear-related failures of the belt.
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For the failure rate of the timing belt, according to formula .'
hees(t) = ha(t) + ha(t)

Further let it be assumed that a passenger car should be able to operate economically for
at least 5000 hours.

This failure rate function calculates the unreliability at the time T' = 5000 h to F'(5000 h) =
0.64. Thus, it would be expected in at least one out of every two vehicles, that the timing
belt will break before reaching 5000 hours of operation. Since the rupture of an engine’s
timing belt usually results in a total loss of the engine and thus often a total ecomomic
loss of the vehicle, the question arises whether a preventive replacement after a certain

time (or driving distance) is not sensible.

In Figure [, in addition to failure density f(t), failure rate h(t), reliability R(t) and
unreliability F(t), the effective MTTF(T) and (dashed) the effective failure rate Aeg(T)

are also shown as a function of time to preventive replacement T .

A_eff(T)  MTTF(T) f(t) h(t) F(t) R(t)
5.000E-04 1.000EQ5 5.000E-04 5.000E-04 1.000E00 1.000E00

4.000E-04 8.000E04 4.000E-04 4.000E-04 §< 8.000E-01 8.000E-01
3.000E-04 6.000E04 3.000E-04 3.000E-04 / \ / y\ 6.000E-01 6.000E-01
2.000E-04 4.000E04 2.000E-04 2.000E-04 4.000E-01 4.000E-01
| -~
-
| _ -
-
2.000E-01 2.000E-01

1.000E-04 2.000E04 1.000E-04 1.000E-04 1 =
/ < _— -
—
-
- 4 = |
- - _L _
0.000E00 0.000E00

1000.0 2000.0 3000.0 4000.0 5000.0

0.000E00 0.000E00 0.000E0O 0.000E?%

Figure 7: Reliability of a timing belt

It can be seen that for a replacement interval T of about 1200 hours, the MTTF(T)
reaches its mazimum of about 61000h. If the timing belt is changed after about 1200
hours, the effective failure rate is Aegg &= 1.6E—5/h. If the belt is changed more frequently,
the effective (incomplete) MTTF(T) decreases, since early failures still have a relatively
strong influence. If the belt is operated for a longer time, the effective MTTF(T) also
decreases, as failures due to wear become more noticeable. Preventive replacement should
therefore be prescribed after about 1200 hours (or a corresponding distance).

The effective MTTF(T) of 61000 h at a replacement interval of 1200h practically means,
that only about one out of fifty (61000h/1200 h~50) belts will break in service. E|

3The failure rate functions are, of course, imaginary and statistical uncertainties such as environ-
mental conditions, road types, driving style, etc. are disregarded
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3.3 Dangerous and non-dangerous failure modes, dangerous MTTF

As said already, most components can fail in different ways. In safety related applications,
certain failure modes will be safety-critical, others will go to the safe side. For safety
considerations, it is therefore often necessary to distinguish between dangerous (d) and
safe (s) failure modes. The total failure rate at any time t is the sum of two partial
failure rates for dangerous and non-dangerous failures:

B(t) = ha(t) + hs(t) (30)

The density can be calculated using
= ha(t) - R(t) + hs(t) - R(t) (31)
(

into two partial failure densities ¢4 and g (¢q and ¢, are not themselves densities, since
their individual integrals are less than 1).

Accordingly, one can decompose the distribution function F'(¢) into two subfunctions:
t t
F(t) = ®4(t) + s(t) = /gpd(r) dr + /(,05(7') dr (32)
0 0

From similar considerations as for the incomplete MTTF(7") one obtains for the effective
dangerous MTTFy(T):
T
Jt-ft)dt+T-R(T)
MTTF4(T) = 2

33
®4(T) 33)
Using the already known formulas for the relationship between reliability and failure rate,
we obtain a formula for calculating MTTF4(T") for given or experimentally determined
failure rate functions h(t) and hg(t):

T T
Jt-f@)dt+T-R(T) [t-h(t)-R(t)dt+T-R(T)
MTTF4(T) = 2 - =0 -
S pa(t)dt J ha(t) - R(t) dt
0 0
¢ T (34)
T — [h(r)dr — [ h(t)dt
Jt-h(t)-e o t+T-e 0
_0
- t
T — [h(r)dr
[ ha(t)-e o dt
0
A simple formula comparison further yields the relationship:
MTTF4(T) = MTTF(T) F(T) (35)

y(T)
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Again, the effective mean dangerous failure rate Ay can be calculated as the reciprocal:

1

M(T) = MTTFq4(T)

(36)

The following figure [§] shows the reliability parameters relevant for a component with
three dangerous and three non-dangerous failure types (solid lines for dangerous failures,
dashed lines for total failures):

g
MTTF_d(T)  h_d(t) F d(t)
MTTF(T) h(t) F(t)
1.000E06 1.000E-04 1.000E00

8.000E05 8.000E-05

8.000E-01

6.000E05 6.000E-05

6.000E-01

4.000E05 4.000E-05

4.000E-01

2.000E05 2.000E-05

2.000E-01

0.000E00 0.000E00 0.000E00
1.0 50000.0 100000.0 150000.0 200000.0

Figure 8: Bathtub curve and quantities for dangerous and non-dangerous failures
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4 Recovery and availability

For components and systems, which are repaired or replaced in the event of a failure,
further considerations and quantities are required.

4.1 Repairability

If it must be assumed, that during the specified period of use of the overall system,

multiple failures of the function may occur, a system (or a function) is repairable. It
does not matter whether the system is repaired in the literal sense, or single components
or even the whole system is replaced by an equal or different one. Repairability is
therefore not a matter of definition (like the definition of a smallest replaceable unit or of
total loss), but results inevitably from the reliabilities of the components and the planned
service lifetime. The much simpler modeling of a function as non-repairable may only be
chosen if the unreliability of all components over the intended, specified service lifetime
is small (approximately less than 0.1). This is practically never fulfilled in the case of
long-lasting systems such as aircraft, locomotives, machinery or industrial plants, in the
case of short-lived systems (such as passenger cars) only for some functions.

4.2 Diagnosis, test, recovery

According to [IEC61508| and other standards, diagnostics are the measures, that detect
a fault within the process fault tolerance time (PFTT, also called process safety time).
This is the time that a physical process (e.g., a motor or valve in a machine) is allowed
to be incorrectly controlled without resulting in an uncontrollable or dangerous state of
the overall system.

Tests are the measures which reveal errors only after a more or less precisely defined fault
detection time, for example, in the course of a restart (power-on-self test), a test routine
to be performed regularly (test run) or during a maintenance measure (workshop inspec-
tion). The average time in which an existing fault is detected, is usually abbreviated to
MTTD (Mean Time To Detect). If a test is performed at regular intervals Tiest, then the
MTTD = Tiest/2-

In case of a detected defect, either the defective component is repaired or replaced, or
a whole module is replaced or even the whole system (machine, vehicle,...) is taken out
of operation and replaced by a new one. In any case, the function is restored, because
this is usually still needed. With which measure the function is concretely restored, is
irrelevant for the further considerations.

4.3 Availability and unavailability

Availability A(t) is the probability, that a component/system/function works at time ¢.

Unavailability Q(t) is the probability, that a component/system /function will not work
at time t. Consequently, it is the complementary probability to availability:
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AD=1-Q) or Qt)=1—A®) (37)

Availability is the decisive variable for systems/functions, which are only required oc-
casionally, in particular functions that are only required in exceptional or emergency
cases (e.g. alarms or fire extinguishing devices). It is also an essential quantity for sys-
tems/functions which have redundancies, so-called multi-channel systems, more on this
later.

For a component or system, which is never tested and therefore never repaired or replaced:

Q(t) = F(0,1) (38)

Availability can be significantly increased by continuous diagnostics or regular tests and,
if necessary, restoration. This is the reason why most emergency systems are tested
regularly.

When a component is tested and repaired or replaced in case of a defect, Q(t) = F(t) is
valid only until the first test. In the case of regular tests at intervals of Tiest the following
equation is theoretically valid until the first restoration:

F(t —tmod Tiest,t)  F'(t) — F(t —t mod Test)

t) = =
Q( ) R(O, t —t mod Ttest) R(t — t mod Ttest)

However, since it is not known when the first defect will occur and thus the first repair
or replacement will be necessary, this formula is practically meaningless. For the same
reason, a variable failure rate is also practically meaningless, because one can never say
how long a component has been in use at time ¢, since one does not know when it
was installed — it could already be a replacement. Consequently, a mean failure rate
h =X =1/MTTF must always be determined and used according to section

For components and systems, which are regularly (and completely) tested, the unavail-
ability is a periodic sequence of initial pieces of the exponential distribution, therefore:

Q(t) = F(0,t mod Tyeg) = 1 — e~ A mod Tiest) (39)
If the time ¢ is small with respect to MTTF = 1/, then slightly conservatively

Q) S A~ (¢ mod Ties) (40)

For an average failure rate h(t) = A = 1E—5/h and a test interval Tiesy = 1000h,
unavailability Q(¢) and unreliability F'(¢) are shown in Figure [0}

The unavailability decreases to zero with each test, then increases again. It is assumed
that the regular test is complete, i. e. reveals all relevant faults of the component. If this
is not the case this remaining part must be considered as a further unavailability with
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h(t) F(t) Q(t)
1.001E-05 6.000E-026.000E-02

5.000E-025.000E-02
/ 4.000E-02 4.000E-02
1.000E-05 3.000E-02 3.000E-02

/ 2.000E-02 2.000E-02

1.000E-021.000E-02

9.990E-06 0.000E00 0.000EOO0
0.0 2000.0 4000.0 6000.0

Figure 9: Unreliability and unavailability with tests

a correspondingly smaller failure rate, but longer test time (usually the system lifetime)
must be added. Roughly speaking, one can simply add this second unavailability, in
special software tools (FTA or Markov tools) an exact treatment is also possible.

Example 4.1 A smoke detector has an average failure rate of h(t) = A = 1/100000h =
1E—=5/h. It would be tested annually (every T = 8760h) and replaced if necessary. What
is the probability that it will not work in the event of a fire?

The mean unavailability over the test interval Tiesy must be determined:

’ 1 1 r AT _q
/1 L — (t + e‘“) | =1+ S 0.0426
0 0

Q(0.T) =

Nl =

T A AT

When the unavailability is small (say @ < 0.1), the conservative approximation holds
very well:

Q0. Thest) S 0.5+ X+ Thest (41)
In the previous example this would result in Q(0..Tiest) =~ 0.0438 instead of 0.0426.

The unavailability is a probability, it can only take values from 0 to 1, but un-
like unreliability, it is monotonically increasing only in the special case of a non-
testable/non-repairable) system. After each test, however, unlike unreliability F(¢),
the unavailability Q(t) drops back to zero (or at least to a value close to zero in the
case of a noncomplete test).

4.4 Time to repair, MRT

If only a partial function is affected by the defect, the continued operation of the sur-
rounding larger system might be possible (if necessary with restrictions). In that case,
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the time required for repair and/or replacement (MRT, Mean Repair Time) must also
be taken into account in the unavailability. Together with the time to detect the fault
(MTTD), this results in the Mean Time To Restore (MTTR):

MTTR = MTTD + MRT (42)

For the exact calculation of the mean unavailability, we can start from its definition:

@ _ Tdef _ Tud + Pdef MRT
Toverall (1 - pdef) < Thest + Ddef - (T}:est + MRT)
_ Tud + pdef - MRT

B Thest + Pdef - MRT

(43)

where pger denotes the probability, to find the function defective at the regular test time
Tlcest-
pdef = F(ﬂes‘c) = 1 — e_A'Ttest

and Ty,q the mean time in each test interval, during which the function is undetectably
unavailable due to the defect (i.e. the MTTD divided over all test intervals until failure)

71test 7’test
Tua= [ 50 B =) dt = [ N (T = 1)
0 0
_A'Ttest
e -1
= f + T;:est
By substituting in formula we get for the mean unavailability
e~ A Trest _
_ 3 + Thest + MRT - (1 — e A Tiest)
Q B Thest + MRT - (1 - eik'TtESt) (44)

efA'thst _ 1

- 1
A Tlcest 4+ A-MRT - (1 — e_/\'Ttest) +

For negligible detection time Tiest — 0 (continuous diagnostics, small test intervals or
fault revelation by immediately detectable malfunction) the mean (safety relevant) un-

availability approaches

0= A-MRT
~ A-MRT +1
as obtained by applying de I’'Hospital’s rule once to formula .

(45)

For negligible repair time MRT — 0 (e.g., out of service during repair), formula

simplifies directly to
@ e*)\'thst _ 1 ( )
= " 41 46
A T'test
If both test interval Tiest and repair time MRT are small vs MTTF', holds with sufficient
accuracy

Q S A (0.5 Tiess + MRT) (47)
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It is more difficult to derive an (exact) formula for the unavailability at a certain point
in time, if the repair time is not negligible. A very good approximation is given by

A+ (t mod Tiest)
e A-MRT+1
A-MRT + 1

Q) =1-

(48)

(without derivation). For repair time MRT — 0, formula goes directly to for-

mula :

Q(t) — 1 . e—>\(t mod Ttest)

For negligible detection time Tiest — 0 immediately results in

0
o) =1 ei)\'MRT‘Flil 1 _ A-MRT 5
N A-MRT+1 AMRT+1 MN-MRT+1

thus formula )

4.5 Continuous diagnosis

In the case of continuous complete diagnosis (i.e. every error is detected immediately)
the unavailability has nothing to do with the (un)reliability, so Q(t) # F(t) is always
valid. Unavailability then depends only on the (mean) failure rate h = \ and the time
MRT needed for recovery:

A-MRT

Q) =Q = N MRT 11— const (49)

If the component is never tested and repaired or replaced if necessary, Q(t) = F(t).
This may be the case in (unmanned) space flight, but not in functional safety, be-
cause regular testing and repair or replacement are central measures of functional
safety. Therefore, unreliability and unavailability must never be confused. Further-
more, unreliability and unavailability must never be added or multiplied or otherwise
mathematically linked!

Example 4.2 A component with the constant failure rate h(t) = A = 1/10000h =
1E—4/h s tested every 5000 hours and, if necessary, immediately repaired or replaced.

What are the levels of unavailability and unreliability at times T=19999 and T=20001 hours?

— ] _ o—N(19999-15000h)  ( 3935

— 1 — o—M(20001-20000h) 4 0001

Q(19999 h
Q(20001 h
( =1 — e M9999h & () 8646
( =1 — e M20001h () 8647

F(19999 h
F(20001 h

— — ~— ~—
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4.6 Operational and safety availability

Often, as a safety engineer, you hear the sentence: "The failure is not critical, it only
effects availability." This phrase is based on a lack of understanding of reliability and
availability. Both can be safety-related quantities, but do not have to be.

Example 4.3 The availability of a smoke detector indicates, with which probability it
will report a smoke development. This is obviously a safety-relevant quantity, in many
applications minimum values are prescribed, therefore (or mazimum values for the un-
availability). The more often you test it, the greater the availability (the closer to 1).
The greater the failure rate, the more often one has to test (and repair) to achieve the
required availability. The reliability (or failure rate) alone does not allow any statement
about the safety here, since it is irrelevant for safety, how often the smoke detector breaks
down — as long as the failure is detected and repaired quickly. Rather, reliability is an
operationally relevant variable here: The worse the reliability (i. e., the greater the failure
rate) of the smoke detector, the more frequently it has to be tested and replaced, in order
to achieve the availability specified for safety reasons.

4.7 Failure rate during tests

Due to the tests and repair, if necessary, the density function f(¢) loses its meaning. It is
replaced by a new quantity, usually called "failure frequency". In [NUREG] the formula
sign w(t) is used for it, however, no harmonized formula symbol has yet been established
for this quantity. In Figure [10] all three quantities h(t), w(t) and f(t) are shown for
a function with constant failure rate h(t) = A = 1E—5/h, which is tested every 30000
hours, are shown.

hit) F(t) qlt)
2 000E-05 1.000EDO0 1.000EQOD

1.600E-05 — 8.000E-01 8.000E-01

/

1.200E-05 / 6.000E-01 6.000E-01
8.000E-08 /

A A=A A A [/

4.000E-08 7 / 2.000E-01 2.000E-01

0.000E00 0.000E00 0.000EQD
0 50000 100000 150000 200000

4.000E-01 4.000E-01

Figure 10: Quantities in case of reqular tests

In contrast to the density f(t) w(t) never becomes zero, because due to the repair the
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system is always in a state (again), in which it can fail (again). Immediately after (com-
plete) tests, i.e. when the unavailability returns to zero, the failure frequency increases
again to the failure rate h(t). The integral of the failure frequency w(t) over time can
thus become arbitrarily large. Only up to the first failure or the first test w(t) and f(¢)
are identical.

The failure rate, i.e. the frequency of transition to the failure state under the condition,
that the system is capable of failure at time ¢, is now calculated as

w(t) _ w()
A " 1-Q

where A(t) denotes availability or Q(t) denotes unavailability at time ¢.

h(t) = (50)
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5 Unavailability of complex functions

Unavailability is the essential parameter for safety functions, which are only rarely re-
quired. Examples of simple components that perform such safety functions are circuit
breakers (should trip in case of overcurrent), pressure relief valves (should open in case of
overpressure) or ceiling sprinklers (should release water in case of excessive temperature).
Their functional architecture is shown in figure

Emergency-
Intervention

Sensor-Actor-
Combination

Figure 11: Simple safety system for low demand mode

Of course, there are also more complex systems that perform infrequently needed safety
functions, nowadays mostly computer-controlled. Examples are monitoring and emer-
gency systems in the chemical industry or in power plants, fire detection and fire fighting
systems, smoke extraction systems, evacuation systems, etc. Their architecture is exem-
plified in Figure [I2] The term "process " is very broad in this context, it can be simply
the normal operation of a building, apparatus or machine.

,Jhormal”
Process

Emergeny-
Intervention

Processing
(Logic)

Sensor

Figure 12: Complex safety system for low demand mode

Normally, the existence of the safety function(s) is not noticed. Only in the case of
a request (if this ever occurs) does it become apparent, whether the safety function is
actually available ﬁ A safety-critical fault (i.e. one that prevents the safety function

4Under certain circumstances, it also only becomes apparent then, whether the safety function is
correctly designed, e.g. the actuators are correctly dimensioned, but this is not the subject of functional

safety
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in the case of a request) can only be detected if the component or the system is tested
regularly |E| or if it does not function when required.

The unavailability is practically always a time-dependent function Q(t). If there are no
events with constant unavailability, the unavailability of a system Qgys at time ¢t = 0
is zero. Only if there are events with constant unavailability, Qsys will be greater than
zero already at ¢ = 0. In any system there will be components, which have at least
one failure mode which is not immediately apparent. The unavailability will therefore
increase monotonically until the next test, and decrease to a smaller value (in the case of
complete tests, to the value at t = 0) immediately after a test. If there are failures that
are never detected, the unavailability will increase, at least on average, until the end of

the system’s operation.

Since it is never known at which point in time the safety function will be required, only
the average value of the unavailability over the lifetime of the process or the safety system

is of interest:
Tiite

Q(t)dt (51)

In [IEC61508], this mean @ is referred to as Probability of Failure on Demand (PFD for
short).

5.1 Calculation with fault trees

Frequently, the safety system is modeled with the help of fault trees. These are very
suitable for modeling such systems, and the unavailability of the system Qsys can be
be computed very easily and mathematically accurately (assuming, of course, that the
unavailabilities of the components are known).

Although ultimately only the mean value of the unavailability is of interest, nevertheless,
according to formula , the time-dependent function must be calculated at a sufficient
number of grid points and integrated over them.

The base events of a fault tree model the components with their failure modes and,
if applicable, the measures for restoration. The standard model for a basic event is
the so-called "restorable event", also referred to as a testable or repairable event, see
appendix This model describes a (constant) failure rate and a (mean) detection
time, as well as repair time, if applicable. If the failure is not detected by diagnostics
or testing, i.e. remains in the system until the end of the operating time, the event
shall be detected with the model "non-repairable event" according to Annex shall
be described. In this case, non-constant failure rates are also possible. Sometimes the
unavailability in case of the request also depends neither on a time since a last test nor
on the age of the system, or the event does not describe a failure at all but rather the
probability of the presence of an external boundary condition or the probability of an
operator error. Then the unavailability is a constant (Appendix .

Sfor certain components a visual inspection may be sufficient
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As logical connections almost exclusively AND and OR are used, therefore only these
shall be considered here. [l

Even if today the calculation is performed based on Binary Decision Diagrams (Binary

Decision Diagrams, BDD for short), the calculation shall be explained here with the help
of Minimal Cut-Sets (MCS).

A minimum cut is a combination of basic events, which is necessary and sufficient for the
occurrence of the top event (for example, the failure of a safety function). For so-called
coherent fault trees — which are fault trees that do not contain negating gates such as
NOT, XOR, NAND, etc. — there is exactly one set of minimal cuts. For incoherent fault
trees, we speak of prime implicants instead of minimal cuts, and there are in general

several possible sets of prime implicants. Since negating gates rarely needed, they are
not mentioned in the following.
5.1.1 Unavailability of an AND operation

An AND operation of two or more basic events leads to a minimum cut with just these
basic events. An AND-connection of branches of a tree usually leads to longer minimal
cuts as well, the exact number and length depends on the structure of the linked branches.

The probability that a minimum cut is satisfied at a time ¢, i.e., the unavailability
resulting from a minimum cut, is

Quos(t) = [ Qi(1) (52)
j=1

Where m is the number of basic events in that minimal cut. The number m is called the
order of the minimal cut.

Example 5.1 There are two fire detectors in a room. FEach has a failure rate of A =
1E—=5/h. The two fire detectors are tested simultaneously approzimately every 10000 h
and replaced immediately in case a failure is detected in the test. What is the probability
that none of them will report the fire in the event of a fire?

Figure [13 shows the corresponding fault tree. It consists of two base events of type "re-
pairable event”, which are linked by an AND gate.

There is only one minimal cut, namely {BM.1 & BM.2}. Since it contains two elements
(literals), it is a minimal cut of second order. Consequently, using formulas for the
unavailability of the minimal cut and for the unavailabilities of the fire detectors,
the following applies

2
Qsys(t) = Qpra ()-QBua(t) = Qiy(t) = <1 — e Atmod Thest)) = 1—2¢ Mt mod Tiest) | o=2A(t mod Tiest)

With the above quantities, a periodicity with a period of 10000 h is obtained, the exact
progression is shown in figure [17)

5S0-called majority deciders (M-out-N) are nothing else than an abbreviation for an OR gate over
several AND gates, so these are included. See section @
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Two_Detectors_FT ~ No alarfn?_
Ausfall: Kein Alarm im Brandfall In case of fire

System Life Time = 20000.0h
Evaluation mode: transient, dt=10.0h

Q_mean=3.09E-03 TE
BDD Q=3.1E-03
Fire detector Fire detector
doesn't give doesn't give
notice of fire notice of fire
FD.1 FD.2
Q=4.8E-02 Q=4.8E-02
A_op = 1.0E-05/h A_op = 1.0E-05/h
t_check = 10000h t_check = 10000h

Figure 13: Redundant fire detectors
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Figure 14: Time course of the unavailability of two similarly redundant components that are
reqularly tested at the same times (detail)

Due to the periodicity it is sufficient to calculate the average value over one period:

Tite 10000 h
_ 1 1
= Ddt = ———— 1—2e My 2Mgt
=T ] Q= 5000m / ¢ te
Oh

1 Qe—)\t e—2)\t
[ n

10000 h
10000% 3 o) ]Oh 0.003094 59 3 3

The system usage time (lifetime) does not matter because of the periodic tests.

The reader may determine by his own calculation, that using the simplified formula
QeMm(t) < X -t instead of the exact formula used here Qpm(t) = 1 — exp(—At) prac-
tically the same result is calculated.

5.1.2 Unvailability of an OR operation

An OR-operation of two or more basic events leads to a corresponding number of minimal
cuts. An OR-operation of branches of a tree usually also leads to several minimal cuts,
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the exact number depends on the structure of the linked branches.

The total unavailability of the system is approximately the sum of the unavailabilities of
the n minimal cuts:

Qe £ Quesa = > | T @ (53)
i=1 i=1 j=1

This formula is an approximation that only holds, when the individual unavailabilities
are very small.

A better approximation, which can be calculated almost as easily, is the Esary-Proschan

formula:
NMCS

Qus() 51— [ (1 - Quesa(®) (54)

i=1
This approximation can be used well in practice, since it is always conservative (i. e.
Qsys(t) never estimates too small), tends towards the exact result for small unavailabili-
ties, and does not become larger than one for large unavailabilities. |Z|

The exact result is obtained by disjoint decomposition of the minimum cuts. A method

for disjoint decomposition is described in [EN61025]. However, this is only suitable for
very small fault trees [f]

Binary decision diagrams (BDDs) can be created with little effort even for very large
fault trees, without having to determine minimum cuts at all. Moreover, they already
imply disjunction in the calculation. Therefore, they allow an exact calculation of the
unavailability with much less effort than the approximation via minimal cuts. Finally,
BDDs are by far the fastest method for determining the minimum cuts. Modern FTA
tools therefore use BDDs for all operations.

Example 5.2 In principle, an automatic fire extinguishing system consists of a fire de-
tector (FD), a control unit (CTRL) and an fire extinguishing unit (FE). A fire is extin-
guished only if these three units function in the event of a fire.

This is modeled by the fault tree shown in Figure[15 Mathematically, one could place all
three basic events directly under the upper OR gate, but this would violate the FTA rule
"top-down design”. This rule states that a fault tree shall always be developed from the
top event down, and is one of the most important rules of all. And if you think about
why the extinguishing system does not extinguish, it can only be because it itself is not
working or that it is not activated. The control system and fire detectors only come into
play when it comes to the question of why the extinguishing system is not activated, 1. e.
one level lower.

“one can also estimate a lower bound via minimal paths, but this differs so much from the actual
value in practical tasks that it is meaningless

8and for these the overlap of the minimum cuts is small anyway for correctly designed systems, a
disjoint decomposition is unnecessary



5 UNAVAILABILITY OF COMPLEX FUNCTIONS 32

FireFightingSys_FT
T Fire fighting system with one
'?'nog'é[gg 'gfh%':”eg detector and one control.
Hazard: No fire fighting in case of fire.

System Life Time = 200000.0h
Evaluation mode: transient, dt=10.0h

TE
- ) Q_mean=9.53E-02
Qo560
Failure of the Fire fighting equipment
fire extinguishment not activated in
equipment case of fire
FE ACTIVATION
Q=4.8E-02 Q=4.9E-02
A_op = 1.0E-06/h | |
1_check = 100000h Failure of the Fire detector
control unit doesn' give
notice of fire
CTRL FD
Q=1.1E-03 Q=4.8E-02
A_op = 1.0E-05/h A_op = 1.0E-05/h
t_check = 20h t_check = 10000h
t_rep = 100h

Figure 15: Brandldschanlage

There are three minimal cuts, namely {FE}, {CTRL} and {FD}. All three are first order.
If one uses the approximate formula for the system nonavailability, one obtains

Qsys(t) < Qre(t) + QcTrL(t) + QFp(t)

and thus for the mean value

Qsys S QrE + QoTrL + QFD
Using the values mentioned in figure and the approximation formulas and ,
we finally obtain

Qsys ~ 0.5AFETTest,FE + ACTRL(0-5 T'rest,cTRL + IMRT,cTRL) + 0-5AFD T rest,FD
= 0.05+0.0011 + 0.05 = 0.1011

This approximate calculation differs from the exact value (not derived here) Q@ = 0.0953...

by only 5% — an accuracy absolutely sufficient for practice.

If one uses the estimation according to Esary-Proschan , one obtains

Qsys(t) 1 —[(1 = Qre(t)) - (1 = QcTru(t)) - (1 — Qrp(t))]
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Using the same approzimations as before for the individual unavailabilities, we obtain for

the mean system unavailability

QSYS ,-\SS 1- [(1 - 0'5)‘FETTest,FE)
- (1 = ActrL(0.5 Trest,cTRL + TMrT,cTRL)) * (1 — 0.5AFD Trest,FD) |

=1—[(1-0.05)-(1—0.0011) - (1 — 0.05)] = 0.09849...

This approximation differs from the exact value @ = 0.0953... by only 3%.

5.1.3 Unavailability of combinations of AND and OR gates

For such simple systems as in the previous examples, one will hardly use fault tree.
Practically, fault trees always consist of a plurality of AND and OR gates, which often
link a multitude of basic events.

Example 5.3 Finally, the two previous examples are to be combined. Let the two smoke
detectors be redundant again, i. e. mounted next to each other and interconnected in such

a way, that one of them is sufficient to report a fire.
The fault tree is shown in Figure[16],
The three minimum cuts are: {FE}, {CTRL}, {FD.1 & FD.2}

According to approzimate formula , system unavailability is approzimately:

Qsys(t) £ D Quicsi(t) = Qre(t) + Qorre(t) + Qrp.a(t) - Qrp.a(t)
j=1

For the interested reader who is familiar with BDDs, the BDD should still be given for

the sake of completeness.

If you select the variable order Extinguishing device (FE), Control (CTRL), Fire detec-
tor.1 (FD.1), Fire detector.2 (FD.2), the binary decision diagram BDD shown in Fig-
ure[17 is obtained.

An exact formula for system unavailability can be derived directly from the BDD:

Qsys(t) = Qrr(t) + (1 — Qre(t)) - [QcTrL(t) + (1 — QcTrL(?)) - (QFp.a(t) - Qrp.2(t))]

In this formula, all events are automatically disjoint. It should be noted that other for-

mulas result with other variable orders, these are however all mathematically equivalent.

If we compare the exact formula with the approximation formula in the last example,
we see immediately, that for all fault trees which do not contain negating gates the
approximate formula always gives a too large result. For small fault trees, the
difference is negligible for all correctly designed systems EL however, for large fault trees
with many thousands of minimum cuts, even then the error can become very large.

9correct design means that the test intervals are appropriate to the failure rates, so that all unavail-

abilities are very small at all times
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No fire fighting FireFightingSys2_FT

in case of fire Fire fighting system with two
detectors and one control.

Hazard: No fire fighting in case of fire.

_TE System Life Time = 199990.0h
Q=5.2E-02 Evaluation mode: transient, dt=10.0h
T Q_mean=5.23E-02
| BDD
Failure of the Fire fighting equipment
fire extinguishment not activated in
equipment case of fire
FE ACTIVATION
Q=4.8E-02 Q=4.2E-03
A_op = 1.0E-06/h
t_check = 100000h Failure of the Control unit
control unit not informed of
fire event
CTRL ALARM
Q=1.1E-03 Q=3.1E-03

A_op = 1.0E-05/h I |
t_check = 20h

_ Fire detector Fire detector
t_rep =100h doesn't give doesn't give
notice of fire notice of fire
FD.1 FD.2
Q=4.8E-02 Q=4.8E-02
A_op = 1.0E-05/h A_op = 1.0E-05/h
t_check = 10000h t_check = 10000h

Figure 16: Fire extinguishing system with redundant sensors

Therefore, large fault trees can practically only be calculated with BDDs, especially
since already the determination of minimum cuts is practically only possible with the
help of BDDs for large fault trees (even better with ternary decision diagrams).

5.1.4 Transient and steady-state computation, computing with averages

In general, to determine the average unavailability of a system, the integral must be
calculated according to formula , as shown in example [5.1} Practically this means
that the fault tree must be calculated for many time points, which can take some time
for large fault trees even with modern computers. Here, of course, a possibly existing
periodicity can be exploited, as also happened in example 5.1} If there is no periodicity
(for example because there is at least one event without regular tests), then there will be
no quasi-stationary state E set. In this case, the calculation must always be performed
according to formula , i.e. numerical integration over the lifetime. Since this calcu-

lation considers also transient, i.e. non-periodic processes correctly, it is called transient

10quasi-stationary means, that the unavailability may fluctuate around a mean value, but the mean
value does not change with time
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FD.1

|
|
|
|
1
1
1
1
I
I
I
I
Y

Figure 17: BDD for the fire extinguishing system with redundant fire detectors

calculation, in [ASTRATM]| simply time-dependent calculation.

To reduce the computation time, one can come up with the idea, to calculate the fault tree
only once with the mean values of the unavailabilities of the basic events. This calculation

assumes a steady-state quasi-stationary condition, and is therefore also called stationary
calculation.

However, the calculation with mean values is not correct even in the steady state, because
this would swap integral and product in the order, which is mathematically wrong:

1 Tiife Tirife ,, no Tyife n
Onics = / Q / Qi / Qydt=T[@
M Thite ) (Hd TLlfe H g Ttite ) i) g ’

The size of the error that occurs when calculating with mean values, depends on many
parameters. In the case of two similar AND-linked events as in example which are
tested at the same time, the calculated result is about 1/3 too small:

The error 1/3 comes from the integration of the quadratic term, which is responsible for

the parabolic sections clearly visible in figure[I4] Formula-wise this becomes particularly
clear, if one uses the approximate formula Q(¢) < X - ¢:

T

1 \2T?
corre M- \Edt = T3
Deom = / @0 Qe de~ . o=

0
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T 2

T T
1 1 1 A o\2 AT
wrong = 7 t)dt - — dt~ | = [ Xdt| =(==T?) =
Qoo = 7 [ Qe 1 [ @ | 1 [ (2T ) .
0 0

0
For higher powers, i. e. higher order minimum cuts, the relative error becomes even larger,

however, their absolute contribution is usually only small. A calculation with mean values
can therefore be used in practice for rough calculations, but the final calculation should

always be done according to formula , which makes a numerical integration necessary.

It should be noted, that a stationary calculation can also be performed with maximum
values instead of mean values. In this case, the calculated unavailability is always (quite)

conservative.

5.2 Calculation with Markov Models

System unavailability can also be calculated using Markov models. Markov models rep-
resent the states in which a system can be, as well as the transitions between the states.
In classical Markov models, transitions are described by means of transition rates. Tran-
sitions away from the original state, in particular failures, are usually abbreviated as .
Transitions toward the original state, i.e., measures of restoration, are usually abbrevi-
ated as p. Thus, a Markov model is mathematically described by a linear differential

equation system:

p(t) = A(t) 5(t) (55)
Here A(t) is the (generally time-dependent) transition matrix and p'is the vector of the
residence probabilities of the system states.

Since the system is in exactly one state at any time, the sum of all state probabilities

must always be one:

n
1P =D pit) =1 (56)
i=1
The sum of the residence probabilities in the states p;(t) € p(_;f), in which the safety
function is not given, indicates the system unavailability:

Q)= pi(t) (57)
j=1

The mean unavailability is again given by formula .

The restoration rate u is almost always defined in the literature as the reciprocal of the
mean recovery time: E

11 /MTTR (58)
For errors that are detected by regular tests, this results in the following for the restora-

tion rate
1

0.5 - Thest
HThat this is in fact a definition and not a factually justifiable formula, becomes visible in example
with example |3;5]

p=1/MTTR = = 2/Tiest (59)
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Example 5.4 Figure [1§ shows the Markov model for fire detection using redunant fire
detectors, as considered in Example[5.1]

Two_Detectors_stationary MM

Two detectors monitoring same

area, alarm if at least one detects fire.
Hazard: No alarm in case of fire.

System Life Time = 200000.0h
Evaluation mode: steady-state
Q_mean=2.34E-03

Figure 18: Redudant fire detector, stationary calculation

The failure rates A for the fire detectors are indicated above the transition arrows in each

case, the recovery rates p below each and indicated with a small arrow for the opposite
direction. [2]

With the state vector
OK

FD.1
FD.2
FD.1+FD.2

Dy
|

applies to the linear differential equation system

—2A o " 0
A=A 0 7 ., .,

t) =plt 60
SRR FCCEY 0 (60)
0 A A —2u

5.2.1 Stationary calculation

If every failure is detectable, there will also be a transition out of each state. Con-
sequently, the states will be in equilibrium after an arbitrarily long time, so the time
derivative of the state vector will become zero. If all detection and repair times are rel-
atively short in relation to the lifetime of the system, the equilibrium will be practically
taken after relatively short time.

120ften separate lines are shown for restoration, but the representation with only one line seems
clearer
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The residence probabilities in this stationary system state can be easily calculated, by
setting p(t) = 0 and then replacing any equation by the sum of the state probabilities,

which must always be one.

Since the steady state lasts forever, the transient has no significant effect on the integral
in formula , so the mean value of the unavailability is approximately equal to the
unavailability in the steady state:

Qsys = Qstat (61)

Example 5.5 Replacing the fourth row in equation system (60) with the sum row, then
the stationary solution is described by the following linear equation system:

—2A I W 0 0
A —u=A 0 7 et = 0
A 0 —u Y stat — 0
1 1 1 1 1
For the state vector in the steady state we get
e
OK 12+ 200+ X2
A
- FD.1 _ | p 2+ N2
DPstat = — )\M
FD.2 —_
w2+ 2+ A2
2
FD.1+ FD.2 N S
U2 422+ A2
The unavailability is the residence probability of the state FD.1+FD.2, also Qgtat =
)\2
w2+ 22+ A2

With the numerical values used for example A = 1.0E=5/h and Tiest = 10000h we
get p=2/(10000h) = 2.0E—4/h and thus

(1.0E—5/h)?

~ 0.0023
(2.0E—4/h)2 + 2 1.0E—5/h - 2.0E—4/h + (1.0E—5/h)2

Qstat =

The mean unavailability in example was ezactly calculated to be Qgsys = 0.003094...,
so the result obtained via the stationary evaluation of the Markov model is clearly too
optimistic. On the one hand, this is due to the fact that formula 1s only valid for
continuous maintenance and repair, and formula 1s always somewhat optimistic, but
also because of the structure of the Markov model, which obviously does not reflect reality

correctly — see the next example.
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5.2.2 Transient calculation

In many practical applications, the steady state is not even approached, because the
operating time is too short. If there are failures that cannot be detected or repaired,
there are even absorbing states, so the steady state is given by the accumulation of the
probability of residence in one or more failure states, so that Q(¢ — oo) = 1 holds E
In this case, the stationary solution of the differential equation system is of no interest.
Instead, the mean unavailability must be calculated by formula during the transition

from the original state to the end of the system’s operating time. This requires numerical
integration of the differential equation system.

Numerical integration opens up possibilities for modeling that go beyond classical Markov
models. In particular, it is possible to use time-varying transition rates and even to
consider transitions at specific points in time. The latter in turn enables the realistic
consideration of regular tests.

Example 5.6 Figure[19 shows a Markov model for the redundant fire detectors, in which
it is taken into account that the tests, and thus the recovery, are not continuous, but occur
at specific points in time. Furthermore, it is considered, that in case of defect of both fire
detectors (state "F'D.1+FD.2") both defects are detected at the same time and also the
repair takes place at the same time, thus the system is restored to its original state.

Two_Detectors_MM

Two detectors monitoring same

area, alarm if at least one detects fire.
Hazard: No alarm in case of fire.
System Life Time = 200000.0h
Evaluation mode: transient, dt=10.0h
Q_mean=3.09E-03

~ T=1.0E04h

Figure 19: Redundant fire detectors with restoration at discrete times

Note: No failure rate is given at the transition arrow from "OK" to "FD.1+FD.2",
therefore this is zero. Only the regular recovery every 10000 h is relevant here, this is
under the transition arrow and is indicated with a small arrow to the left. Conversely,
under the transition arrows "FD.1" and "FD.2" to "FD.1+FD.2" no restoration is stated,
so this is zero.

13absorbing states are always failure states, otherwise the model is incorrect
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The result of this modeling and calculation with an integration step size of 10 hours is
Q = 3.09E—3 and now practically agrees with the exact value.

Classical Markov models with constant transition rates are only conditionally suitable for
the calculation of unavailability, the results are usually too optimistic. Extended Markov
models with discrete-time transitions allow realistic modeling and calculation and are
therefore much more suitable.

It must be mentioned that the calculation of discrete-time transitions requires a suffi-
ciently small integration step size. For small test intervals or even continuous diagnosis,
constant transition rates must be used.

Example 5.7 Figure shows the Markov model for the fire extinguishing system with
redundant fire detectors introduced in Example[5.5 The recovery of the control CTRL is
treated as a continuous transition, since the integration step size of 10 h is only slightly
smaller than the test interval (20 h). The result is consistent with that of the fault tree.

FireFightingSys2_MM_complete

Fire fighting system with two
detectors and one control.

Hazard: No fire fighting in case of fire.
System Life Time = 199990.0h
Evaluation mode: transient, dt=10.0h
Q_mean=5.22E-02

CTRL A=1.0E-05/h
— p=9.1E-03/h

D.1+CTRL|

FD
~ T=1.0E04h

FE A=1.0E-06/h
~ T=1.0E05h

FD.2+FE

Figure 20: Fire fighting system. State probabilities are shown for T=199990h, i. e. just before
the next test would occur. Thus, they present the maximum unavailabilities.
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6 Failure rate of complex functions

The failure rate is the essential quantity for safety functions, that are required continu-
ously or at least frequently (quasi-continuously). Examples of systems that implement
continuously required safety functions, are aircraft engines (shall always provide the re-
quired thrust and, most importantly, shall not falsely stall), position control systems
(shall always ensure the specified position), drive controls (shall always provide required
torques, speeds or positions, or shall not start untimely), railroad signaling systems (shall
never indicate a too permissive signal term or give a too permissive drive command) but
also airbag controls (shall never falsely trigger the airbag), ABS controls (shall never
reduce brake pressure too much), Train door controls (shall never open the door at the
wrong time). As soon as the safety function fails there is an immediate dangerous situ-
ation. The word "immediate" does not mean, that damage must necessarily occur, but
only, that under normal external conditions, damage is not improbable. EI

Examples of systems that implement quasi-continuously required safety functions, include
aircraft landing gears (only need to function during landing, but landing is inevitable),
brakes of all vehicles (need to function only when brakes are requested, but the request is
almost certain to come — only in exceptional cases coasting to standstill will be possible).

The principle structure of such safety functions is shown in Figure 21]

Operator Terminal

Process
(EUC,
Physics)

E/E/PE

Figure 21: Typical architecture of safety functions with continuous demand

Characteristically, a failure of the safety function directly affects the behavior of the
physical process (which is given, for example, by the equations of motion of the vehicle,
the aircraft, of the machine or the reaction dynamics of the chemicals and apparatuses)
and thus leads to the hazard — regardless of whether the damage occurs immediately or
after a foreseeable time.

For continuous safety functions, the concept of process fault tolerance time (PFTT, also

called process safety time) is existential: This is the time for which the safety function

may be violated, without this resulting in a hazard. In the case of a highly dynamic
drive control system or the attitude control system of a fighter jet, this is a maximum of

41n contrast to safety functions with rare requests, which are only needed at all in the case of an
uncommon external condition (request)
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a few milliseconds, in the case of a brake, it may be a few seconds, in the case of the fuel
supply of a large power plant, perhaps a few minutes. Any diagnostic measures that may
be in place must detect the fault within this time and initiate an adequate response, for
example, initiate a safety shutdown or isolate the defective control or actor and activate
a redundant control path. A mere error message to the operator is usually not sufficient
for continuous or quasi-continuous safety functions, since the operator usually cannot
restore the function before the damage occurs.

The failure rate one will experience for a system that is operated over a lifetime T is
given by the number of failures that can be seen during the lifetime T divided by this
time, see formula (62]) which is identic to formula ([28)):

Neys(T) 1
T  MTTF(T)

heys(T) = (62)

The mean time between two failures MTTF E can be determined by equation , given
the failure density function f(¢):

T
Jt-f@t)dt+T

MTTF(T) = 2 T —-T (63)

The failure density function f(¢) can be calculated for any particular instance of time ¢
by fault trees or transient evaluation of Markov models.

In [TEC61508| this mean value A is called Probability of Failure per Hour (PFH for short).
EL This formula is valid for arbitrary failure rate or failure density function, no matter

whether the system will probably never fail or probably fail several times during lifetime,
and no matter whether the system or parts of it are periodically inspected and repaired.

At the top level, Kys represents the hazard rate, often abbreviated as HR (for hazard
rate) (cf. [EN50126]). If the system under consideration is only a sub-function of a safety

function, hgys is accordingly called Functional Failure Rate (FFR).

hsys is the relevant measure of safety for all safety functions, the failure of which can lead
to damage without further conditions (i. e., safety functions with continuous or at least
frequent demand).

Remark: Many controllers perform both continuous safety functions and rarely required
ones. In this case, the control system must take into account both the unavailability in

150One might expect to read the term MTBF here. That would in fact be more correct liguistically,
but unfortunately the term MTBF is defined with a different meaning in literature and cannot be used
here, therefore. On the other hand, the thoughts and formulas stated in section [3] are valid as well for
systems consisting of many components and tests and repairs, thus there is no reason to use a different
term here.

Note: Some formulas in the informative Appendix B in [[EC61508-6] are inconsistent with this,
however, the meaning of PFH as a synonymous term to h as defined here is obvious from the rest of the
standard and is the only reasonable definition
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the request case Q as well as the frequency of a wrong command to the actuators h must
be determined. [7]

6.1 Calculation with fault trees

The calculation of the failure rate h is much more difficult than the calculation of the un-
availability @, both in terms of establishing a correct fault tree and in terms of the actual
mathematical calculation. Nevertheless, for most safety functions, fault tree analysis is a
suitable method for determining the failure rate, and often the only practicable method
of modeling. Unfortunately, however, there is no standardization for this E although
the essential mathematical principles are already mentioned in [NUREG]|. Therefore,
it is essential that the analyst familiarizes himself intensively with the properties and
peculiarities of the tool used, and, in case of doubt, to convince himself of the correct
function of the tool by means of simple tests. The following examples can be the basis
of such tests.

6.1.1 System without redundancies

In the simplest case, the safety function is realized by a number n of components, which
are all mandatory for the safety function. If one component fails, the safety function
fails. The fault tree consists only of OR gates.

Example 6.1 The fault tree shown in Figure[29 describes such a system, which consists
of the components sensors, control and actuators. Here it is assumed that the system must
run continuously, there is no possibility of an emergency shutdown in case of detected
errors. This is often the case, for example, an aircraft cannot simply be brought to a safe
state if the speed sensor system is detected as faulty, because this is absolutely necessary
for the flight to continue until landing.

If one of these n components fails in a dangerous wayﬂ the safety function is no longer
guaranteed. The minimal cuts are obvious: {SENS}, {CTRL}, {ACTOR}.

For the total failure rate, the formula already known from section[3 applies
h(t) = ha(t) (64)
i=1

Since every fault leads directly to failure, neither system lifetime nor fault detection or
repair times play a role, but only the failure rates of the components.

If we assume constant failure rates for all components, the above formula also gives the
average failure rate, with the values given in the fault tree thus h(t) = const = h =

"Tn general, two different fault trees or Markov models are necessary for this, since in particular the
diagnosis concerning @ differs from that for h, and therefore different basic events (based on a different
FMEDA) are needed, and often also different gates

18[EN61025] does not specify how fault trees can be used to calculate failure rates — neither in terms
of modeling nor in terms of calculation.

9gee later examples for dangerous and non-dangerous failures
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Controlcirquit_FT
Failure: Wrong position of the actor.
Wrong posiion Emergenc_:y cgt-off is no option.
of the actor System Life Time = 200000.0h
Evaluation mode: transient, dt=10.0k
h_mean=1.11E-04/h

TE N(200000.0h)=2.22E01
‘ h=1.1E-04/h Q=5.5E-07 Q_mean=>5.55E-07
Pls by rate

unavailability: BDD

Actor fails Faulty signal
(Actor doesn't to actor
follow input signal)

ACTOR ACTOR_IN
h=1.0E-06/h Q=5.0E-09 h=1.1E-04/h Q=5.5E-07
A_op = 1.0E-06/h |
t check=0.01h Failure of the Sensor doesn't
control send any value

or wrong value

CTRL SENS
h=1.0E-05/h Q=5.0E-08 | |h=1.0E-04/h Q=5.0E-07

A_op = 1.0E-05/h A_op = 1.0E-04/h
t_check=0.01h t_check=0.01h

Figure 22: Fault tree of a simple safety function with continuous demand

1.OE—6/h + 1.0E—5/h + 1.0E—4/h = 1.11E—4/h.

This example was undoubtedly trivial, and hardly anyone would think of to construct a
fault tree (or a Markov model) for such a system.

6.1.2 System with redundancies

Fault trees only become really interesting and almost indispensable as a model for systems
with redundancies (multi-channel). In the case of redundancies, not every single failure
leads to the failure of the safety function, the fault tree will therefore contain at least
one AND gate and there will be at least one minimum cut, which contains more than
one basic event, i.e. has an order greater than one.

Example 6.2 In example the sensor system is obviously a weak point. Therefore,
two sensors will now be used in a redundant arrangement, i. e. in such a way that both
sensors measure the same physical quantity. As already in example[6.1] let it be assumed,
that the system must be running, there is no possibility of an emergency shutdown in case
of detected errors.

If a sensor delivers no values at all or obviously wrong values, the measured value of the
other sensor can now be used. Howewver, if it is not clear which of the two sensors is
defective, the controller still cannot calculate a correct signal for the actor. The same
also applies in the case that one sensor is known to be defective, and now the second one
fails before the first one has been repaired.
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The sensors must therefore now be distinguished with regard to their failure modes: There
are defects of the sensors which can be detected by the control system (SENS DET, such
as wire breakage), and those which cannot be detected by the controller (SENS _UNDET).

The corresponding fault tree is shown in figure [23

Wr?ﬂhg position Controlcirquit_2S_FT

of the actor Failure: Wrong position of the actor.
Emergency cut-off is no option.
System Life Time = 200000.0h

TE Evaluation mode: transient, dt=10.0h
h=3.3E-05/h Q=9.8E-05 h_mean=3.30E-05/h
N(200000.0h)=6.60E00

Q_mean=9.81E-05
Pls by rate
unavailability: BDD

Actor fails Faulty signal
(Actor doesn't to actor
follow input signal)

ACTOR ACTOR_IN
h=1.0E-06/h Q=5.0E-09 h=3.2E-05/h Q=9.8E-05

A_op = 1.0E-06/h
t_check = 0.01h

Failure of the Sensory doesn't
control provide valid value

CTRL SENSORY
h=1.0E-05/h Q=5.0E-08 h=2.2E-05/h Q=9.8E-05

A_op = 1.0E-05/h
t_check=0.01h

Sensors provide different Both sensors are
values. obviously defekt.
It is not clear, There is no valid value.
which is correct.

SENSORY_UNDEF SENSORS_DEFECT
h=2.0E-05/h Q=1.0E-08 h=2.0E-06/h Q=9.8E-05

Sensor sends Sensor sends Sensor sends Sensor sends
undetectably undetectably detectably false detectably false
wrong value wrong value value value

SENS_UNDET.1 SENS_UNDET.2 SENS_DET.1 SENS_DET .2
h=1.0E-05/h Q=5.0E-09 | |h=1.0E-05/h Q=5.0E-09 | | h=1.0E-04/h Q=9.9E-03 | | h=1.0E-04/h Q=9.9E-03

A_op = 1.0E-05/h A_op = 1.0E-05/h A_op = 1.0E-04/h A_op = 1.0E-04/h
t_check = 0.001h t_check = 0.001h t_check =0h t_check = 0h
t_rep = 100h t_rep = 100h

Figure 23: Fault tree of a safety function with continuous demand and redundant sensors

The minimum cuts are:
e {AKTOR}
o {CTRL}
e {SENS UNDET.1}
e {SENS UNDET.2}
e {SENS DET.18 SENS DET.2}

The question now is how to calculate the occurrence rate hycs(t) of the minimal cut
{SENS DET.1 & SENS DET.2}. The statement of this minimum cut is the following:

1. Sensor 1 is known to be defective (i.e. mnot available, QSENS_DET.I); and now
sensor 2 also fails (with failure rate A\sENs DET.2)
OR
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2. Sensor 2 is known to have failed (so not available, (QSENS DET.2), and now sensor 1
also fails (with failure rate A\seNs DET.1)-

Therefore, the minimum cut can be calculated bylﬂ

hacs(t) S Asens_DET.1 - @sEns DET.2(f) + AsENs DET.2 - @sens_DET.1(t)

For the events SENS DET.x the unavailability is needed as well. According to for-
mula , this generally depends on the time to detection and the repair time. Since
in these events only the failures are considered, which are immediately detectable, the
detection time is modeled to zero. The repair time is the time for which the other sensor
must hold out, either until a safe condition is reached (e.g. the aircraft has landed) or

until a repair has been made while the aircraft is in operation. It is assumed here to be
100h.

With formula applies
Q~ )\ -MRT = 1E—4/h-100h = 0.01
and thus for the minimum cut

haes(t) = haics = 1E—4/h - 0.01 + 1E—4/h - 0.01 = 2E—6/h

Since the failure rates of the other minimum cuts are also constant, the total failure rate
of the system is therefore

heys = 1E—6/h + 1E—5/h 4+ 2 - 1IE—5/h 4+ 2E—6/h = 3.3E—5/h

The formula used in the example for the occurrence rate of a minimum cut can be
extended to minimum cuts of any order m = npy:

haes(t) S ha(t) - Q2(t) - Q3(t) ... - Qum(t)
+ ha(t) - Q1(t) - Q3(t) - ... - Qun(2)

+ ...
+ han(8) - Q1(8) - Qa(t) -+ Qi () (65)
= Z hj(t) - H Qr(t)

j=1 k=1,k#j

Formula is correct only for @Q; — 0. The exact formula for two events with arbi-
trarily large unavailabilities is derived in Example [6.7 However, the error only becomes
significant for large unavailabilities, so for correctly designed systems (i.e., when the
detection and repair times are much smaller than the MTTF). Moreover, the formula is
always conservative, so that even for incorrectly designed systems the failure rate is not
estimated too small.

20for exactness, see comment on formula (63)
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For the system failure rate (or more generally: the occurrence rate of the top event), the
following applies

hsys(t) < hacsi(t) + haresa(t) + - - . + harcsn ()

nyes [ MLit,MCS; MLit,MCS; (66)
=2 | 2 (w0 I ax®
i=1 j=1 k=1,k+j

This formula is valid exactly only, if all minimum cuts consist of only one event. Otherwise
it can be that the minimum cuts overlap each other, so that the result is somewhat too
large. This can be taken into account by disjunction of the minimum cuts as in the
calculation of the system unavailability. However, this operation is very time-consuming
and reaches the performance limits of modern PCs for large fault trees even when BDDs
are used.

6.1.3 Single Channel Fail-Safe

In the last example, it was assumed that the process cannot simply be switched off and
brought into a safe state, if an fault is detected. For many processes, this is quite possible,
for example, a train can still be brought to a safe stop if the speed measurement fails. It
is not even necessary to know exactly which component has failed, but it is also possible
to request the safe state in case of inconsistencies of any kind. This will be illustrated in
the next example.

Occasionally one speaks of a fail-safe architecture, if the control system is able to to bring

the process into a safe state in case of detected failures. However, the term is extremely
fuzzy, because there’s no definition which failure modes or what proportion of dangerous
failure modes must be detected, in order for a system to be called "fail-safe". EL

Example 6.3 In this example it is assumed that the control system controls the actor
in such a way, that the process goes to a safe state (for example, switching off the power
supply or applying the brakes).

In this case, the detectable failures of the sensors SENS DET are no longer dangerous
and can therefore be ignored. And also the situation that a sensor delivers wrong values,
but it is not clear which one, is not critical, because in case of a discrepancy, the control
system will also control the actuator in such a way that the process reaches a safe state.

The only dangerous case regarding the sensors is the case, that both sensors deliver
unrecognizable wrong values at the same time, i.e. the failures SENS UNDET.1 and
SENS UNDET.2 are present at the same time, and the wrong values are so similar,
that they are not recognizable as faulty by the control. So the two failures would not only
have to be similar in detail, but also happen so fast one after the other, that this would
not be visible to the control system, 1. e. typically within the process fault tolerance time
(PFTT). One may be tempted to assume that such a case will practically never occur.

21 A complete detection and handling of all critical faults is commonly considered impossible
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In fact, this case is unlikely to occur due to independent random events, but experience
shows that you should always assume the existence simultaneous failures of redundant
components due to external circumstances that have not been taken into account. Flight
AF447 or the Fukushima disaster are well-known examples of this. In order to model
reality as correctly as possible, one should assume a factor for the proportion of com-
mon failures due to external circumstances that are not known or not explicitly taken
into account. In [IEC61508] this is called Common-Cause-Factor and is denoted by f.
In addition, a guideline is given in [IEC G1508] which can be helpful in estimating this
factor. Figure shows the fault tree created in this way. Here 8 = 2% is assumed be-
tween the events SENS UNDET.1 and SENS UNDET.2 and therefore they are renamed
SENS UNDET CC.

Wrong position
of the actor

TE
h=1.1E-05/h Q=5.5E-08
h_mean=1.12E-05/h

| | N(200000.0h)=2.24E00

Actor fails Faulty signal Q_mean=5.51E-08
(Actor doesn't to actor Pls by rate
follow input signal) unavailability: BDD

ACTOR
h=1.0E-06/h Q=5.0E-09

A_op = 1.0E-06/h |
t_check = 0.01h

Controlcirquit_2S_OFF_FT

Failure: Wrong position of the actor.
In case of detected failure, process
can be switched off.

System Life Time = 200000.0h
Evaluation mode: transient, dt=10.0h

ACTOR_IN
h=1.0E-05/h Q=5.0E-08

Both Sensors
send faulty values

Failure of the
control

CTRL
h=1.0E-05/h Q=5.0E-08

A_op = 1.0E-05/h | |
t_check = 0.01h

SENSORY
h=2.0E-07/h Q=1.0E-10

Sensor sends
undetectably
faulty values

Sensor sends
undetectably
faulty values

SENS_UNDET_CC.1 | [ SENS_UNDET_CC.2
h=1.0E-05/h Q=5.0E-09 | |h=1.0E-05/h Q=5.0E-09

A_op =1.0E-05/h
t_check = 0.001h
B =0.020

A_op = 1.0E-05/h
t_check = 0.001h
B=0.020

Figure 24: Fault tree of a safety function with continuous demand, redundant sensors and easily
accessible safe state

The minimum cuts and their partial entry rates are listed in table[]]

Table 1: Minimum cuts for emample

Minimum cuts Occurrence rate h
CTRL 1.0E-05/h
AKTOR 1.0E-06/h
SENS UNDET CC.COM 2.0E-07/h
SENS UNDET CC.1 & SENS _UNDET CC.2 9.604E-14/h

In this table, SENS UNDET CC.COM denotes the common cause event, that both sen-




6 FAILURE RATE OF COMPLEX FUNCTIONS 49

sors fail simultaneously in an undetectable manner (due to an external event acting simul-
taneously). Its occurrence rate is B - A\sens UNDET cc = 0.02 - 1.0E—5/h = 2.0E—7/h.

The failure rate of the sensor system (gate "SENSORY") thus changes from 2.2E—5/h
to 2.0E—7/kh.

In general: In modeling, failures, which go directly to the safe side or in case whose
occurrence some measure will be taken, that is always available and most likely to
bring the process in a safe state, can be omitted. However, it is essential to check
whether these measures are actually available and suitable, to achieve a safe state (of
the process!) in all cases. In order to be able to carry out this check, it is imperative
that all assumed measures and safe states are mentioned and, especially in the case
of generic components, are included in the documentation of the product intended
for the customer.

For events below AND gates, proper modeling of unavailability is required. This is
based on fault detection and recovery times. In addition, it may be necessary to
consider simultaneous failures of redundant components, either by common cause
factors 8 or by an explicit basic event.

For correct modeling of diagnostics and inspection, you need knowledge of the phys-
ical or technical process in which the safety function is embedded. If this knowledge
is not available (e.g. in case of generic safety systems), all assumptions must be
documented as conditions regarding the validity of the fault tree and, if necessary,
passed on to customers.

6.1.4 Modeling regular tests and diagnosis

In example it was assumed, that the process can easily be brought into a safe state.
The safety is largely determined by the failure rate of the control system. It is now
obvious to add a diagnostic unit which monitors the activity of the control system. If
the diagnostic unit detects a fault, the process (e.g. the machine or the process plant),
is ordered to a safe state (standstill, idle) via an additional, simple binary emergency
actuator (e.g., a relay or a shut-off valve). The basic architecture of such controls or
regulators is shown in Figure[25] It is often referred to as single-channel with diagnostics,
in short 1loolD (for 1-out-of-1).

The systematic quality of the diagnostic unit, i.e. the proportion of failures detectable in
time by the diagnosis in the total (dangerous) failure modes of the diagnosed component,
is called the Diagnostic Coverage (DC). Assuming the diagnostic unit monitors the supply

voltages, the processor clock and the regular execution of the critical software tasks
(watchdog function), but not the logic of the computing units, the memories, or the
input/output units (A/D and D/A converters etc.) of the controller, according to tables
in relevant standards, you might get a diagnostic coverage of 70%.
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Diagnosis

Process
(EUC,
Physics)

Emergency

Sensor Control Actor

Figure 25: Control loop with diagnostics and emergency actor for shutdown

There are now at least three ways to model the diagnosis:

1. One decreases the failure rate of the diagnosed component (here CTRL) according
to the diagnostic coverage. So the diagnosis does not appear explicitly in the fault
tree. The advantage is obviously a simple fault tree. The disadvantage is that
the diagnosis is not explicitly mentioned as a safety-relevant component, so it is
implicitly assumed that the diagnostics will always work. In fact, however, also
the diagnostics and especially the shutdown path is subject to random failures and
must therefore be tested regularly in most applications.

2. One divides the failures modes of the diagnosed component according to the di-
agnostic coverage to two basic events, one for the failures not detectable by the
diagnosis (CNTRL _UNDET), one for the detectable ones (CTRL DET).

The failure of the diagnostics itself is also modeled as a basic event (DIAG) with
a specific failure rate and test interval. The event for the detectable failures is
connected to the diagnostics using an AND gate, cf. Figure [2] left.

3. As before, but the basic event of the diagnostic failure is defined as a condition
(DIAG _COND), and connected by means of INHIBIT gate to the failure to be
diagnosed CTRL DET), cf. figure [26| on the right.

The difference between variants 2 and 3 is the following: With the AND gate, formula
applies. Thus, when linking CTRL DET and DIAG, the result is

hanDp = heTrL DET - @DIAG + hDIAG - QCTRL DET

But this does not reflect the reality, because the failure rate of the diagnosis hpiag has no
influence on the occurrence rate of the system failure, but only its unavailability Qpiac.
Thus, as long as Qprag is constant, the failure rate of the link should also remain the
same. This is achieved by marking an event as a condition, and using INHIBIT to link to
the "normal" parts of the fault tree described by occurrence rates h and unavailabilities
Q. Thus, the occurrence rate of the condition is ignored (as if it were zero), and thus the
second summand in previous formula becomes zero — exactly what is desired here:

hixuisiT = herrL DET - @DIAG + 0 - QCTRL DET
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Diagnosis doesn't Diagnosis doesn't Diagnosis fails
switch off, even when switch off, even when to react on failure
it should detect the it should detect the of the control
failure failure
i
CTRL_DIAG_AND CTRL_DIAG_INHIBIT || DIAG_COND
h=9.9E-08/h Q=3.3E-05 h=4.9E-08/h Q=3.3E-05 Q=5.0E-03

| | A_op = 1.0E-05/h
t_check = 1000h

Control fails Diagnosis fails Control fails
detectably to react on failure detectably
of the control

CTRL_DET DIAG CTRL_DET
h=1.0E-05/h Q=5.0E-03| | h=1.0E-05/h Q=5.0E-03 | |h=1.0E-05/h Q=5.0E-03
A_op = 1.0E-05/h A_op = 1.0E-05/h A_op = 1.0E-05/h
t_check = 1000h t_check = 1000h t_check = 1000h

Figure 26: And gate and inhibit gate with condition

Annotation: The distinction between AND and INHIBIT may be handled with different
strictness in different tools, since there is no standardization for this use case either.

Remark: Often, a conditional event is also used to describe the probability, that certain
boundary conditions exist. In this case, this probability is entered directly as a constant,

see appendix

Remark: Conditions can be linked together (e.g. by means of AND or OR gates), before
they are connected as a total condition to an INHIBIT gate.

Example 6.4 The figures[27 and[28 represent the fault tree for an architecture, in which
the control system is diagnosed and, in the event of a detectable failure, the process is
shut down.

The fault tree was split into two partial fault trees to save space. The partial tree for
the gate "EM _OFF" was connected to the parent fault tree by means of a transfer gate
connected to the parent fault tree. The transfer gate itself has no effect on the calculation,
it is only a reference to a branch elsewhere.

It is assumed that the shut-down via the emergency actuator also takes place, if the
controller detects that the main actuator is defective. In many applications, it can be
easily recognized in time, that the controlled variable increasingly deviates from the set-
point, or the control system reads back the manipulated variable (e.g. position of the
actor) via an additional input or sensor. The controller can report an actuator fault to
the diagnostics simply by putting itself into a failure state that can be clearly recognized
by the diagnostics (e. g. no longer resets a watchdog or stops bus communication).

The minimum cuts are listed in table [

As soon as there are minimal cuts with more than one event, the unavailability of the
events contained therein is relevant, and thus the fault detection and repair times are
essential. Therefore, these must be correctly selected and justified, as shown in table [3
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Wrong position of the actor
and not safety reaction.

TE
h=5.1E-07/h Q=1.6E-09

Controlcirquit_2S_SD_EmOff_FT
Failure: Wrong position of the actor

and not safety reaction (emergency off).
System Life Time = 200000.0h
Evaluation mode: transient, dt=10.0h
h_mean=5.11E-07/h
N(200000.0h)=1.02E-01
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Q_mean=1.61E-09
Pls by rate
unavailability: BDD

‘Wrong position
of main actor

ACT_POS
h=8.5E-06/h Q=1.0E-08
Actor fails Faulty signal

(Actor doesn't to actor

follow input signal)
ACTOR_IN
h=7.5E-06/h Q=5.1E-09

ACTOR
h=1.0E-06/h Q=5.0E-09

A_op = 1.0E-06/h I
t_check = 0.01h

Failure of Both Sensors
the control send undetectably
faulty values
CONTROL SENSORY

h=7.3E-06/h Q=5.0E-09 h=2.0E-07/h Q=1.0E-10

Emergency actor doesn't
switch off the process

Sensor sends
undetectably
faulty values

Sensor sends
undetectably
faulty values

Failure of the control
that can be detected
by the diagnosis
(70% of 1e-5/h)

Failure of the control,
that cannot be detected
by diagnosis
(30% of 1e-5/h)

CTRL_UNDET CTRL_DET SENS_UNDET_CC.1

T N - ~ SENS_UNDET_CC.2
h=3.0E-07/h Q=1.5E-09 | | h=7.0E-06/h Q=3.5E-09 | |h=1.0E-05/h Q=5.0E-09 | | h=1.0E-05/h Q=5.0E-09

A_op = 3.0E-07/h
t_check=0.01h

A_op = 7.0E-06/h
t_check = 0.001h

A_op = 1.0E-05/h
t_check = 0.001h

£=0.020 =0.020

A_op = 1.0E-05/h
t_check = 0.001h

EM_ACTOR
h=7.0E-07/h Q=1.0E-03

EM_OFF:
EM_OFF

Figure 27: Control loop with diagnostics and emergency shutdown

Table 2: Minimum cuts for example

Minimum cuts Occurrence rate h
CTRL_UNDET 3.0E-07/h
SENS UNDET CC.COM 2.0E-07/h
CTRL_DET & EM_ACTOR 6.988E-09/h
CTRL_DET & DIAG 3.495E-09/h
ACTOR & EM _ACTOR 9.983E-10/h
SENS UNDET CC.1 & SENS UNDET CC.2 9.604E-14/h

The process fault tolerance time was assumed to be 0.01 h.

The occurrence rate of dangerous failures of the system is now only 5.1E-7/h and is
largely determined by the undetected errors of the control system. Further improvements

could be achieved by using special safety processors (for example dual-core processors in

lock-step mode) and special memory (ECC).

6.1.5 Two-Channel Fail-Safe

The system considered in Example[6.4]is sometimes referred to as a fail-safe single-channel

system with diagnostics (1oolD).
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EM_OFF
Emergency off

System Life Time = 200000.0h
Evaluation mode: steady-state
h_mean=7.03E-07/h

Emergency actor doesn't

switch off the process H> Controlcirquit_2S_SD_EmOff FT

N(200000.0h)=1.41E-01
_mean=9.99E-04

Pls by rate

unavailability: BDD optimistic

EM_OFF
h=7.0E-07/h Q=1.0E-03

Failure of the actor
(Emergency actor doesn't
react to request)

EM_ACTOR
h=2.0E-07/h Q=1.0E-03

A_op = 2.0E-07/h
t_check = 10000h

No request to
emergency actor

Request_Em_Act
h=5.0E-07/h Q=1.6E-09

53

Control doesn't
create Em-off request
due to internal failure

Both Sensors
send faulty values

Control
h=3.0E-07/h Q=1.5E-09

Sensors_failed
h=2.0E-07/h Q=1.0E-10

Failure of the control, Diagnosis doesn't Diagnosis failed Sensor sends Sensor sends
that cannot be detected switch off in case undetectably undetectably undetectably
by diagnosis of failure that can (HW defect) faulty values faulty values
(30% of 1e-5/h) be detected
e
CTRL_UNDET NO_DIAG_OFF DIAG SENS_UNDET_CC.1 SENS_UNDET_CC.2
h=3.0E-07/h Q=1.5E-09 | | h=3.5E-09/h Q=1.7E-12 Q=5.0E-04 h=1.0E-05/h Q=5.0E-09 | | h=1.0E-05/h Q=5.0E-09
A_op = 3.0E-07/h A_op = 1.0E-06/h A_op = 1.0E-05/h A_op = 1.0E-05/h
t_check=0.01h Failure of the control t_check = 1000h t_check = 0.001h t_check = 0.001h
that can be detected B =0.020 B=0.020

by the diagnosis
(70% of 1e-5/h)

CTRL_DET
h=7.0E-06/h Q=3.5E-09

A_op = 7.0E-06/h
t_check = 0.001h

Figure 28: Control loop with diagnostics and emergency shutdown, sub-tree for emergency shut-

down
Table 3: basic events for ea:ample
Event Fault detection means Fault detection time
CTRL_UNDET system failure, single fault irrelevant
CTRL_DET diagnosis 0.001 h
EM ACTOR annual test approx. 10000 h
DIAG switch-on self-test after monthly mainte- approx. 1000 h
nance/cleaning
ACTOR control (unexpected process behavior) 0.01 h
SENS_UNDET CC | a) difference of sensors immediately (0.001 h)
SENS UNDET CC | b) Simultaneous failure of both sensors: irrelevant

considered via common cause [, single fail-
ure

Controllers for high safety requirements are often built up from two individual controllers

of the same type, each of which is provided with its own diagnostics. If each of the

controls is capable of putting the process to a safe state in the event of a detected

fault, this is sometimes referred to as a two-channel fail-safe system, or 1-out-of-2 system

with diagnostics, or 1002D for short. However, one should use these designations with
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caution, as they are not harmonized and are used differently and even contradictory in
the literature. B2

Example 6.5 The fault tree of a two-channel control system, consisting of the sensors
already known from the previous examples, which is used jointly by two controllers, each
with its own diagnostics and actuator, is shown in figure with the underlying tree
shown in Figure [30. Since the channels have the same structure, only the partial fault
tree of the first channel is shown.

FailSafe 2CH_Top None of both actors
Safety system with two similar channels, shuts down the process
each of it can shut-down the process
in case of a (detected) malfunction.

System Life Time = 200000.0h ‘ TE ‘
Evaluation mode: transient, dt=10.0h h=2.3E-07/h Q=8.4E-05
h_mean=2.30E-07/h
N(200000.0h)=4.60E-02 | |

Q _mean=8.43E-05 No cut-off by actor No cut-off by actor

Pls by rate of channel one. of channel two.
unavailability: BDD

CH1 CH2
h=1.5E-06/h Q=2.0E-03 |  h=1.5E-06/h Q=2.0E-03

FailSafe_CH1: FailSafe_CH2:
CH_TOP CH_TOP

Figure 29: Top tree of a homogeneous-redundant control system with safety shutdown in case
of detected fault

Each controller can set the process to a safe state via its actuator if faults in the sensory
are detected, the diagnostic unit of this channel uses the same actuator for this purpose
in case it detects a fault of the controller. At least for undetectable failures of sensors
and electronics, as well as failures of actuators, failures due to common causes cannot
be excluded. Therefore, not only (as before) the undetectable failures of sensors, but also
the undetectable failures of the controllers and the failures of the actuators are provided
with common cause factors.

*In [[EC61508] this architecture is referred to as 1002 instead of 1002D, since according to this
standard a diagnosis must always be present. In part 6 of the standard, 1002D is used to refer to a
type of fail-operational architecture, which is very unusual and therefore often misunderstood, especially
since the accompanying text does not clearly explain this
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No cut-off by actor " i

of channel one. > Failsafe_2CH_Top E?rzlsKégr?eﬁ%g; Sicherheitssystems.
Beide Kanéle benutzen dieselben
Sensoren.

CH_TOP System Life Time = 200000.0h
h=1.5E-06/h Q=2.0E-03 Evaluation mode: transient, dt=10.0h
h_mean=1.50E-06/h

| | N(200000.0h)=3.01E-01

Actor fails Faulty signal Q_mean=1.99E-03
(Actor doesn't to actor Pls by rate
follow input signal) unavailability: BDD
ACTOR.CHI ACTOR_]
h=1.0E-06/h Q=5.0E-04 h=5.0E-07/h Q=1.5E-03

A_op = 1.0E-06/h

t*CheEk = 1000h Failure of the control Both sensors
B=0.010
- send undetectably
fault values
CTRL SENSORY
h=3.0E-07/h Q=1.5E-03 h=2.0E-07/h Q=1.0E-09
Failure of the control, Diagnosis doesn't Diagnosis failed Sensor sends Sensor sends
that cannot be detected switch off, even when undetectably undetectably undetectably
by diagnosis it should detect the (HW defect) wrong value wrong value
(30% of 1e-5/h) failure
—
CTRL_UNDET.CH1 CTRL_DIAG DIAG.CH1 SENS_UNDET.1 SENS_UNDET.2
h=3.0E-07/h Q=1.5E-03 | | h=3.5E-09/h Q=2.3E-06 Q=5.0E-04 h=1.0E-05/h Q=5.0E-08 | | h=1.0E-05/h Q=5.0E-08
A_op = 3.0E-07/h A_op = 1.0E-06/h A_op = 1.0E-05/h A_op = 1.0E-05/h
t_check = 10000h Failure of the control t_check = 1000h t_check = 0.01h t_check = 0.01h
B =0.050 that can be detected B =0.020 B=0.020

by the diagnosis
(70% von 1e-5/h)

CTRL_DET.CH1
h=7.0E-06/h Q=3.5E-03

A_op = 7.0E-06/h
t_check = 1000h

Figure 30: One channel of a homogeneous redundant control system with safety shutdown in

case of detected fault

The minimum cuts listed in table [f] can be determined for the system. From table [ it

Table 4: Minimum cuts for emample

Minimum cuts

Occurrence rate h

SENS_UNDET.COM
CTRL_UNDET.COM

ACTOR.COM

ACTOR.CHI1 & CTRL_UNDET.CH2

ACTOR.CH2 & CTRL_UNDET.CH1

ACTOR.CHI & ACTOR.CH2

CTRL_UNDET.CHI & CTRL _UNDET.CH2
CTRL_UNDET.CHI & CTRL_DET.CH2 & DIAG.CH2
CTRL_DET.CH1 & DIAG.CH1 & CTRL_UNDET.CH2
ACTOR.CHI & CTRL_DET.CH2 & DIAG.CH2

ACTOR.CH2 & CTRL_DET.CH1 & DIAG.CH1

SENS_UNDET.1 & SENS_UNDET.2

CTRL_DET.CH1 & DIAG.CH1 & CTRL_DET.CH2 & DIAG.CH2

2.0E-07/h

1.5E-08/h

1.0E-08/h
1.548E-09/h
1.548E-09 /h
9.699E-10/h
8.106E-10/h
5.745E-12/h
5.745E-12/h
4.542E-12/h
4.542E-12/h
9.604E-13/h
2.393E-14/h

s clear, that the common cause failures are the major events. This is not unique to
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this example, but corresponds to practical experience. For this reason, a common cause
analysis must always be performed for multichannel systems, and a variety of measures
must be taken to keep the rate of common cause failures (mathematically described by the
B factor) as low as possible.

The progression of the failure rate over time is shown in Figure[31 At first glance, it may

h(t)
2.350E-07

YT/ Y y |
I i W

2.250E-07

Z'ZOOE_OB.O 5000.0 10000.0 15000.0 20000.0 25000.0 30000.0 35000.0

Figure 31: Course of failure rate over time of a homogeneous-redundant system with regular
tests

seem surprising that the failure rate of the system is not constant, although the failure
rates of all components are constant. This is due to the time-varying unavailability of
each channel, which is included in the failure rate according to formula . Due to
the high common cause fractions (see minimum cuts in Table , which are directly —
without multiplication with an unavailability — included in the system failure rate, the
time dependence is, however, only small (note the scale for h(t) in Figure .

6.1.6 Fail operational systems

As mentioned in the introductory example there are a large number of processes that
cannot simply be brought into a safe state.

If the safety requirements are not very high a two-channel architecture is often sufficient,
whereby, in the event of a detected fault, each channel can switch itself off or declare
itself defective to a selection circuit. A good self-diagnosis of each channel is essential for
this, because only if it is clear which channel is defective, it is possible to switch over to

the intact channel. The switchover itself must be performed by a selection circuit.

For higher safety requirements, the diagnostic coverage of the channel-internal diagnostics
of the individual channels is often not sufficient, so there is too high a rate of contradictory
output from the individual channels, without a channel indicating that it is defective.
In this case, the selection circuit would have a 50% chance, of selecting the correct one.
The probability of turning off the correct channel, can be improved considerably, by
comparing the outputs of three channels. Provided that systematic errors and failures
due to common cause are sufficiently rare, usually at least two channels will determine
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the correct output quantity. The selection circuit is therefore constructed in such a way
that it uses the results of the two channels whose results are identical or at least closest
to each other. Such an architecture is called a 2-out-of-3 architecture (2003, or 2003D if
each channel has its own diagnostics). El

Regardless of the number of channels, the selection circuit must have a minimum failure
rate, in order not to limit the overall safety by its own failures. Sometimes the selection
is also made by the mechanics, for example, in which each of three channels drives
one actuator, which can be mechanically overridden by two others. With appropriate
"intelligence" of the selection circuitry, a 2003 system can still operate correctly even with
two failed channels, if the failures are detected by the channel diagnostics and reported
to the selection logic.

Example 6.6 This example reuses the components of example [6.1 However, now three
sensors and three controllers (computers) are used, in such a way that each of the con-
trollers gets the values of all three sensors. Thus, if one sensor fails, all three controllers
can continue to operate, in contrast to an architecture where each controller would only
have access to one sensor. In addition, each controller can detect sensor faults. The sig-
nals for the single actuator calculated by the three controllers are compared by a selection
logic and selected according to majority decision (2-of-3).

The fault tree is shown in Figure with the sub-trees in[33 and[54.

FailOperational_2003_2003
Hazard: Position of actor faulty.
System Life Time = 200000.0h
Evaluation mode: steady-state
h_mean=4.26E-06/h
N(200000.0h)=8.52E-01
_mean=5.16E-05

disjuncted Pls by density
unavailability: BDD safe

Wrong position
of actor

TE
h=4.3E-06/h Q=5.2E-05

Failure of Faulty signal
the actor to actor
(Actor doesn't
follow input signal)
ACTOR ACTOR_IN
h=1.0E-06/h Q=1.0E-08 h=3.3E-06/h Q=5.2E-05

A_op = 1.0E-06/h |
t_check = 0.01h

Decision logic Two out of the three
takes wrong contrals fail
decision
DECIDER CONTROLS
h=1.0E-07/h Q=1.0E-09 | | h=3.2E-06/h Q=5.2E-05

A_op = 1.0E-07/h
t_check=0.01h

Controls_2003:
CTRLS

Figure 32: Homogeneous-redundant control system with 3 channels without safety shutdown

The "CTRLS" gate in Figure[33 and "SENSORY" in Figure[3]] are combination gates,
they are explained below.

In addition to the failure rates of all components, the unavailabilities of the controls and

231n contrast to 1002, 2002, 1003, 3003, confusion is not possible with 2003, because each view gives
the same result
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Controls_2003

Two out of three controls

send faulty value to actors.
System Life Time = 200000.0h
Evaluation mode: steady-state
h_mean=3.16E-06/h
N(200000.0h)=6.32E-01
Q_mean=5.16E-05
disjuncted Pls by density
unavailability: BDD safe
Control 1 fails

Two out of the three
controls fail

2
CTRLS
h=3.2E-06/h Q=5.2E-05

Control 2 fails

H> FailOperational_2003_2003

Control 3 fails

CTRL_1 CTRL_2 CTRL_3

h=1.3E-05/h Q=2.5E-04 h=1.3E-05/h Q=2.5E-04 h=1.3E-05t Q=2.5E-04

Two out of the three
sensors fail

Failure of the
control

Two out of the three
sensors fail

Failure of the
control

Two out of the three
sensors fail

Failure of the
control

CTRL.1 Sensory CTRL.2 Sensory CTRL.3 Sensory
h=1.0E-05/h Q=2.0E-04 | |h=3.1E-06/h Q=5.1E-05 | | h=1.0E-05/h Q=2.0E-04 | |h=3.1E-06/h Q=5.1E-05| |h=1.0E-05/h Q=2.0E-04 | | h=3.1E-06/h Q=5.1E-05

A_op = 1.0E-05/h
t_check = Oh
t_rep =20h

A_op = 1.0E-05/h
t_check = Oh
t_rep = 20h

Sensory_2003:
SENSORY

Sensory_2003:
SENSORY

A_op = 1.0E-05/h
t_check = Oh
t_rep = 20h

Sensory_2003:
SENSORY

Figure 33: Redundant controls (2003) using the same sensors

Sensory_2003
Min. two sensors deliver

no or faulty value. Two out of the three H> Controls_2003
System Life Time = 200000.0h

Evaluation mode: steady-state 5

h_mean=3.15E-06/h <ENSORY

N(200000.0h)=6.29E-01
mean=5.15E-05

disjuncted Pls by density
unavailability: BDD safe

h=3.1E-06/h Q=5.1E-05

Sensor doesn't
send any value
or wrong value

Sensor doesn't
send any value
or wrong value

Sensor doesn't
send any value
or wrong value

SENS.1 SENS.2 SENS.3
h=1.0E-04/h Q=2.0E-03 | |h=1.0E-04/h Q=2.0E-03| | h=1.0E-04/h Q=2.0E-03

A_op = 1.0E-04/h A_op = 1.0E-04/h A_op = 1.0E-04/h

t_check = Oh t_check = Oh t_check = Oh
t_rep = 20h t_rep =20h t_rep = 20h
B=0.020 B =0.020 B=0.020

Figure 34: Redundant sensors (2003) shared by all controls

the sensors are relevant. Here it was assumed that all failures of the controls as well as
all independent failures of the sensors reveal themselves immediately by discrepancies in
the selection unit, so the detection time tiest s zero. The time to repair, 1. e., the time
that the remaining channels must endure, was assumed to be 20h (think for example of
a long distance airplane, which can only be repaired after landing, or a ship, where the
repair of an aggregate is done at sea, but takes a while).

The minimum cuts are listed in table [3.

The total failure rate has decreased from 1.11E-4/h to 4.26E-6/h compared to ea:ample
and is now mainly determined by sensor failures due to common cause (8 was assumed

to be 2%).
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Table 5: Minimum cuts for e:mmple

Minimum cuts Occurrence rate h
SENS.COM 2.0E-06/h
ACTOR 1.0E-06/h
SENS.1 & SENS.2 3.842E-07/h
SENS.1 & SENS.3 3.842E-07/h
SENS.2 & SENS.3 3.842E-07/h
DECIDER 1.0E-07/h
CTRL.1 & CTRL.2 4.0E-09/h
CTRL.1 & CTRL.3 4.0E-09/h
CTRL.2 & CTRL.3 4.0E-09/h

In the previous example, so-called COMBINATION-Gates, also called voting gates, were

used for the gates "control" and "sensory". They are just an abbreviation for the corre-
sponding combination of AND and OR gates. The number in the gate (often abbreviated
m, so here m = 2) indicates, how many of the n inputs must fail at least (i.e. must be
fulfilled), so that the event described by the gate occurs. Thus m = 1 means a pure OR
gate, m = n means a pure AND gate, 1 < m < n means a combination of an OR with
several AND gates, as shown in Figure [35] as an example for a 2-of-3 gate.

Atleast 2 out of 3
channels fail.

Channel 1 and 2 fail Channel 1 and 3 fail Channel 2 and 3 fail
Gate_1 Gate_2 Gate_3
Channel defect Channel defect Channel defect Channel defect Channel defect Channel defect

‘ Channel.1 ‘ ‘ Channel.2 ‘ ‘ Channel.1 ‘ ‘ Channel.3 ‘ ‘ Channel.2 ‘ ‘ Channel.3 ‘

Figure 35: FEquivalent of a 2-out-of-3 gate with discrete OR and AND gates

For calculation, the combination gates are converted into the corresponding combination
of AND and OR gates. Therefore, there are no special formulas or calculation methods
for these gates.

6.1.7 Transient and steady-state calculation

Like the mean system unavailability (see section , the mean system failure rate can
also be determined using either a steady-state calculation or a transient calculation.

The only difference is, that the mathematical error described in section when using
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mean values only occurs for third order minimal cuts (i.e. minimal cuts with three or
more basic events) in calculation of the failure rate, and not already for second-order
minimum cuts as in the case of unavailability. This is due to the fact that according
to formula for a minimal cut of second order no multiplication of unavailabilities
occurs yet. So if it is clear that the system is (apart from a negligible transient phase
compared to the operating time) will be in a quasi-stationary state, the system failure
rate can usually be calculated in good approximation with mean values.

6.2 Calculation with Markov models
Regarding the modeling there are no differences to chapter [5.2

As for the calculation of the unavailability, first either the steady state must be calculated,
or the linear differential equation system must be integrated over the lifetime.

The occurrence frequency w;(t) of a state i is the sum of the m transition rates h; j,
which lead to this state, each multiplied by the residence probability in the original state
of the respective edge POrigin, ;¢

m

Wy (t) = Z hini,j (t) " POrigin, ; (t) (67)

Jj=1

The system failure frequency is the sum of the state occurrence frequencies for all n
failure states

weys(t) =D wi(t) =D > hin, ;(t) - Porigin, , (t) (68)
=1

i=1 j=1

The failure frequency w(t) is identical to the searched failure rate h(t) only, if the res-
idence probability in all failure states is zero, since in practice in the case of a (quasi-
)Jcontinuously required safety function a system failure is detected practically immediately
(namely by the occurrence of an accident), which leads to the immediate termination of
operation. Operation is resumed only after the system has been repaired or replaced
by another or new one, the time until then must not be taken into account for the cal-
culation of the failure rate (otherwise it would become too optimistic, as can be easily
demonstrated with extreme examples).

Thus, if one wishes to use a Markov model to calculate the failure rate hgys(t) or hgys,
one either has to calculate a transition from all failure states with a very high rate p
back to a non-failure state (usually back to the initial state), or one has to divide the

failure frequency w(t) by the probability , of not being in a failure state:
Wsys(t)
n
1=3 pi(t)
=1

If the probabilities of the failure states are zero, we get h(t) = w(t). Formula can and
should always be used to be on the safe side, even if — as mentioned before — transitions

hSyS(t) - (69)

with large recovery rate p have already been inserted in the model.
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Example 6.7 The above formulas will now be applied to a simple Markov model. For this
purpose, a simple diversitary two-channel system is assumed, consisting of the differently
constructed (diversitary) channels A and B. Channels A and B therefore have different
failure rates Ap and Ap. Both channels A and B are tested reqularly, but at different

intervals Ta and Tg. This results in different pg = 2/Ta and pp = 2/Tp.

If both channels fail, the continuously required safety function fails, thus terminates its
operation due to an accident. Repairing or replacing the system after an accident leads
back to the original OK state. The probability of staying in the A€ B state during operation

is zero, which is due to a very large piep compared to the failure rates.

The associated Markov model is shown in Figure 30,

AandB_MM
Diversary two channel system
in continuous demand mode.
System Life Time = 200000.0h
Evaluation mode: steady-state
h_mean=5.22E-07/h
N(200000.0h)=1.04E-01
Q_mean=5.22E-07

rep
— W=L.0E00/h

Figure 36: Diversity-redundant system for continuous demand

The transition matriz is:

—AA—AB KA KB Hrep
T_ Aa —HA — AB 0 0
AB 0 —UB — A4 0

0 )\B )\A —Hrep

For the stationary calculation one of the lines is set to 1 (here the last one was taken):

—AB — A4 A “B Hrep 0
A —A— A 0 0 . 0
a P pt) =
)\B 0 —UB — )\A 0 0
1 1 1 1 1

According to formulas (68) and , the system failure occurrence rate results in

L _ PA-ABtDPB-AA
sys — 1
— DA&B
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The state probabilities required in this formula pa, ps and pagp are obtained by solving
the system of equations. Thus heys is given by

AAL + MAAB + AadBua + Aadsus
A+ AL+ AaAs + (Ma + AB) A + (Aa + AB) B + papB
B AAAB (AA + AB + pa + (i)
© Aa (Aa F a4 48) + AB (AB + pa + 1B) + AAAB + 1anB

It should be noted, that the rate prep does not appear in the result, since it is truncated

hsys =

by formula . This corresponds exactly to the expectation, that the numerical value
of this rate must be irrelevant. This formula is now valid for any test interval, in con-
trast to formula , which is only valid for sufficiently small test intervals (otherwise
formula becomes somewhat too large).

For suitable test intervals Tiest, A < 1/AA and Trest,8 << 1/AB , Aa is negligible vs. i
and \p is negligible vs. ug, and even more so s AaAp negligible vs. puapp. Thus, we get
the conservative approrimation:

b < AaAB (pa + piB)
2N AA (1A + pB) + A (ua + puB) + paps

1 1 1 1
AA <+) + A (+> +1
pa  UB pA  UB
Under the same condition (suitable test intervals) is also valid Ap/pa < 1 and A\g/up <
1 and consequently the approrimation:

Replacing now the repair rates by the test intervals by pi; ~ 2/Tiesti, one obtains

AAAB (Trest,A + Trest,B)
)\ATTest,B + )\BTTest,A +2

hsys ~

Under the additional condition, that the test intervals would also be sufficiently short for
the failure rate of the other channel, i.e. ATiest,B <K 1 and ApTiest,a << 1 the products
in the denominator can be neglected:

TTest A + TTest B

hsys ~ )\A )\B 9

This is the formula already known for the calculation of the failure rate of a minimal

cut, applied to the single minimal cut of this Markov model {AE&B}:
TTest,B TTest,A — Ax TTest,A + TTest,B

heys = hacs £ AA@B + ABQA S AaAB
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6.3 Expected value of failures

For repairable or replaceable systems, in addition to the failure rate, the expected value
of failures N(T') over the lifetime T is also of interest:

Niys(T) = hays(T) - T = PFH- T (70)
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7 Unreliability of complex functions

Unreliability is the essential variable for safety functions, which are supposed to function
over a certain period of time, and which cannot be maintained and repaired during this
time, or only to a limited extent.

Only a few systems and their safety functions fall into this category, manned space
missions, for example. What is asked here is not the frequency of failures, i. e., accidents
per hour or accidents per kilometer, but the probability that the mission will be successful,
i.e. that all space travelers will return to earth in good health (hence the occasionally
used term "mission time" instead of system lifetime). The mission is fixed, a simple
reaching of a safe state is not possible (although there may be abort scenarios for certain
emergencies). Failures due to wear and tear during the mission can be neglected usually.
All components are intensively checked before each mission so that they are like new.
After launch, most safety-related components cannot be repaired. This does not mean
that there can be no diagnostics, however, this only serves to to shut down a component to
prevent further damage (if this is possible) or to switch over to a replacement component
(if available).

Since few safety engineers ever have to calculate the unreliability of such systems, this
chapter is kept quite short.

Of course, unreliability is not only relevant in the context of safety (rather rare there, as
mentioned). Also the question "How likely is, that a new car has to go to the workshop
unscheduled within the first 5 years?" is also a question about unreliability. However, it
can be answered easily without fault trees or Markov models, since there are usually no
redundancies, and therefore the formulas and can be applied directly, i.e.

T n n T T
— [ hi(t)dt — > [hi(t)dt o — [hi(t)dt
F(T)=1—e {& e & =1-]]e ! (71)
i=1

This formula can be easily calculated using a spreadsheet even in the case of complicated
time-dependent failure rates h;(t).

7.1 Calculation with fault trees

Fault trees can be well used to calculate the unreliability of complex systems. There are
two ways of calculation:

1. Directly via the unreliabilities F'(T') of the basic events, using the same mathemat-
ical methods as for unavailability shown in section [5} Thus, when calculating over
minimum cuts, the unreliability of each minimum cut is first calculated according
to

m

Fyes(T) = HFi(T) (72)
i—1
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and then the system unreliability using Esary-Proschan’s formula:
n
Fys(T) £ 1= [T (1 = Faiesi(T)) (73)
j=1

Even faster and more accurate is the use of BDDs.

This method is very fast, but it only works, if there are no links to unavailabilities
or other probabilities which are not unreliabilities (such as the probability that an
external boundary condition is satisfied). In particular, the fault tree must not
contain any conditions or INHIBIT gates. As soon as a base event describes an
unavailability or other condition, this method will give too optimistic results @

2. Via the calculation of the failure rate h(t) (transient calculation necessary!) shown
in the previous section |§| and applying the formula .

The method is much slower, because the calculation of the failure rate h(t) is already
more complex, and this must also be done for many points in time. However, it
delivers correct results even if the failure tree contains basic events, which describe
unavailabilities or other conditions. Although this should be the exception in case of
safety functions, for which the unreliability is really relevant, but may occasionally
occur.

Example 7.1 For the fault tree shown in Figure [37, the unreliability at time point
T = 200000h is to be calculated using both methods presented. The unreliability of
the basic events A and B is described here by Weibull distributions, where for A there
is an increasing failure rate (Weibull exponent > 1) and for B a decreasing failure rate
(Weibull exponent < 1).

Method 1:
The unreliability of the basic event A results in:
FA(T)=1- e—(/\~T)’“ — ] _ ¢ (6.0E=6/h:2000000)*° g74
For basic event B results to
FB(T) — 1 _ e—(4.0E—6/h~200000h)0'4 ~ 0599
and for basic event C it is

FC(T) — 1 _ efl.OE75/h-200000h ~ 0865

The minimum cuts are {A} and {B&C}, for the system unreliability, according to for-

mula we get
Fos(T) $1—(1 — FA(T))-(1 — Fs(T) - Fc(T)) =~ 1—(1 — 0.874)-(1 — 0.599 - 0.865) = 0.939

24 A good tool will warn the user accordingly or automatically switch to another algorithm
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Failure within mission Unreliability FT .
Failure within the defined

overall operation time (mission).
System Life Time = 200000.0h

TE Evaluation mode: transient, dt=10.0r
‘ F=9.39E-01 ‘ F(200000.0h)=9.39E-01
W Direct based on BDD
Component A Components
B and C fail
A BundC
F=8.74E-01 F=5.18E-01
A_op = 6.0E-06/h | |
Welbullk =4 Component B Component C
B C
F=5.99E-01 F=8.65E-01
A_op = 4.0E-06/h A_op = 1.0E-05/h
Weibull k = 0.4

Figure 37: Calculation of unreliability using fault tree

Modern tools will use BDDs, so the system unreliability results in
Fyys(T) = FA(T)+(1 — FA(T))-(FB(T) - Fc(T)) =~ 0.874+(1 — 0.874)-(0.599 - 0.865) = 0.939

The variable order A, B, C was chosen, any other order gives the same result.

Method 2:

The failure rates of the basic events A and B are given by Formula , the unavail-
abilities Q(t) by formula (18). The system failure rate h(t) can now be calculated with
Formula (65). The unreliability is thus calculated to be Fyys(T) ~ 0.964. This is some-
what too large, since the unavailabilities here are very large (so the system is practically
unusable). If one applies instead the formula from appendz'x the correct re-
sult is Fyys(T) ~ 0.939. The time course of failure density f(t), failure rate h(t) and
unreliability F(t) is shown in Figure .
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h(t) F(t)
2.500E-05 / 1.000E00
2.000E-05 // 8.000E-01
1.500E-05

6.000E-01

1.000E-05 / 4.000E-01

.~

5.000E-06

- 2.000E-01

0.000E00 0.000E00
0.0 50000.0 100000.0 150000.0 200000.0

Figure 38: Time history of failure rate, failure density and unreliability for example

7.2 Calculation with Markov Models

The system unreliability can also be calculated using Markov models. The calculation
must now basically be done by integration of the differential equation system (transient
calculation), since a steady state will never be reached. The system unreliability at a
certain point in time is given by the sum of the residence probabilities in the failure states
at this point in time.

If, as in example failure distributions with non-constant failure rates are used, the
transition rates are time dependent. This makes the integration considerably more com-
plex, since now the Jacobian matrix required for the integration of stiff differential equa-
tion systems must be inverted at least once at each time step.

Example 7.2 Figure[39 shows the Markov model, which shows the structure of the fault
tree from example [71). illustrates.

Unreliability_ MM
Failure within the defined

overall operation time (mission).
System Life Time = 200000.0h
Evaluation mode: transient, dt=10.0h
F(200000.0h)=9.39E-01

C A=1.0E-05/h

e ),;\Ia‘

A A=var A+C

Figure 39: Markov model with calculation of unreliability
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The results are practically identical to those calculated in example [7.1] with fault trees.
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A Models for basic events

The basic events of fault trees or the edges (transitions) of Markov models either model
events or conditions (states). Different models are required for this, depending on whether
we are dealing with one-time or multiple random events, regular events, or conditions
(states). The most important ones are mentioned below, but there are also others. The
exact definition of each model might differ between different tools, since there is no
harmonization or at least de-facto standard available.

A.1 Model restorable

With this model, also called "Dormant Failure Model" or "Repairable" or "Testable" EL
for example, the following failure scenarios can be modeled:

e failures that lead directly to system failure (and thus are detected immediately).
e failures that lead to system failure only in the presence or subsequent occurrence
of other events, but which can be detected by regular tests.

This model is the standard model, it can be used to represent almost all failures of
technical components such as electrics/electronics, hydraulics, pneumatics etc., from a
simple wire up to complete control systems.

If neither detection time nor repair time are negligible, the unavailability Q(t) is very
well approximated by the formula mentioned in chapter

A (t mod Tiest)
e A-MRT+1
A-MRT +1

Q) =1-
with the test interval Tiest and the mean repair time per failure MRT (including time to
replace).

The mean unavailability @Q is given by the formula derived in chapter .

efA'thst _ 1

5 ,
Q )\ : 7-‘test + )\ . MRT : (1 — e_A'Ttest) +

as well as by formula in case of negligible detection time Tiesy — 0

A-MRT

@= N MRT 11

or formula in case of negligible repair time MRT — 0:

Z53ome tools provide separate model for Testable and Repairable. The clear separation simplifies
understanding, however, sometimes both a failure detection time greater than zero and a repair time
greater than zero are needed
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The model can often also be used if there is no defined test or inspection interval, but a
failure reveals itself during operation in a non-critical situation. If there are no tests and
a failure only reveals itself, if another event occurs, the test interval must be set to the
nominal operation time, or the model "non-restorable" must be used.

If the failure rate is not constant, a mean failure rate must be calculated using for-
mula in conjunction with :

1 1 1
MTTF % Lo
. o0 =) 2 hi(r)dr
{t f(t)dt Jt-h(t)-e 14 dt
0

)\eﬁ"

The model can also be used as a description of conditions.

A.2 Model non-restorable

This model can be used to model the following failure scenarios, for example:

e Failures that lead directly to system failure,
e failures that only lead to system failure, if other events have already occurred or
are still occurring, and which are recognized also only then.

Only with this event model it makes sense to consider time-variant failure rates (e.g.
Weibull distributions) for a transient calculation.

The unreliability is calculated according to the known formula to be

F(T)=1- o §ho (75)

The average failure rate with respect to F(T') is thus given by

T
— [h(t)dt —
F(T)=1— ! =1—e MDT

e
T (76)
= h(T) = /h(t) dt
T
0
Thus, if an unreliability F(T') is to be calculated for a non-repairable element with
a principally time-dependent failure rate, either the unreliability must be calculated
via integration using formula , or a constant failure rate must be used, which was

calculated according to formula . It is not allowed to use the mean effective failure
rate calculated according to formula . Aef Must be used!

The average unavailability over the planned operating time Q(7') is given by
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The maximum unavailability is given at the end of the planned deployment time.

The model may obviously only be used if it is certain that the component is not defective
at time ¢t = 0. It is therefore forbidden to assume any short (planned) operating times,
such as a single flight or a single car trip, since before these it is not ensured that all
components are as new (in contrast to a space mission).

The model can also be used as a description of conditions.

A.3 Model constant

In particular, for constant unavailabilities () = const, but also for the (constant) proba-
bility that an external boundary condition is satisfied, the model "constant" is used.

The model is used almost only as a description of conditions.

A.4 General recommendations on basic models

It is useful to combine multiple failure modes into one basic event. It is important that
all failure modes to be modeled by this one basic event, do not differ with respect to the
modeling of the restoration, i.e., in particular, have the same fault detection time and,
if applicable, repair time.

In the case of complex components (such as an electronic board or an entire control
system), it is neither necessary nor useful, to record each of the tens of thousands of failure
modes individually as a basic event. Typically, the number of failure modes observable
at the interfaces is quite manageable anyway (typical: binary signal high instead of low
or vice versa, analog signal too high/too low, bus communication failed/life sign invalid,
bus variable unrecognizably wrong).

Thus, as a rule, it makes sense to describe a complex assembly by two to four basic
events:

1. one basic event for failures that are detected immediately,

2. one basic event for failures that are detected during daily tests,

3. one basic event for failures detected during regular inspections,

4. one basic event for failures that are never detected or detected only when requested.

All possible failures are typically assigned to one of these categories in an FMEA. The
failure rate for each of these maximum four basic events is the sum of the individual
failure rates of all failure modes, which have been assigned to the respective category in
the FMEA.
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B Supplements for system failure rate calculation with fault
trees

B.1 Improvement for very high unavailability

Formula from section @] provides somewhat overly conservative results for large
unavailabilities. Since large unavailabilities are always a sign of improperly designed
systems, this is not relevant in practice. Nevertheless, one more formula should be

mentioned here which provides less conservative results.

If instead of the failure rates one uses the failure frequencies w(t) which are conditional
with respect to the recovery, then one can first calculate the system failure frequency
Wsys(t) using the following formula:

heys(t) = nicjs wnes; (t)
sys = _
~ 1—Qucs; (1)
MLit,MCS; NLit, MCS;
nMCS E wj (t) ’ k:gc;éj Qi7k(t) (78)

j=1
- Z NLit, MCS;
= L= I1 ¢

k=1
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C Other distribution functions

C.1 Normal distribution

The normal distribution (Gaussian distribution) has the density function

N Gy D
flt) = e 202 79
0= Von? ()
with the mean g = MTTF and the standard deviation o. It should be noted, that the
function already starts at t = —oo and that this proportion cannot be set to 0.

Consequently, the distribution function is given by

(t —p)?

F(t):/xf(t)dt:\/;r?/xe_ 202 dt=10.5 <1+erf<f/;7'l;>) (80)

where erf(x) is the so-called error function. There is no closed representation for this

integral, it must therefore always be determined numerically. Accordingly, there is also
no closed representation for the failure rate h(t).

The figure [40] shows a normal distribution with mean 4 = 1E6h and standard deviation
o =1E5h.

f d(t)
MTTF_d(T)  h_d(t) F_d(t)
1.000E09 1.000E-05 \ 1.000E00

—

8.000E08 8.000E-06 \ // 8.000E-01
f 6.000E-01

6.000E08 6.000E-06 \ /
4.000E08 4.000E-06 \ /
2.000E08 2.000E-06 / 2.000E-01
Lz ~

0.000E00 0.000E00 0.000E00
664462.4 800000.0 1000000.0 1200000.0

4.000E-01

Figure 40: Normal distribution with mean = 1E6h and standard deviation o = 1E5h

C.2 Uniform distribution

The uniform distribution is characterized by a constant outage density f(¢) = const
within an interval ¢1...ts. Outside this interval it is 0. It is therefore also called a
rectangular distribution. It does not occur in nature and technology, but it is suitable
for thought experiments or for plausibility checks of formulas.
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f(t):tg—tl fort; <t <ty ,else0 (81)
0 for t <t
t—t
F(t) = tQ_tll for 1 <t <t (82)
1 for t > t9
1 for t <t
to —t
R(t) = = forti<t<ty (83)
\O for t > t9
P 1 ty—t 1
h(t) = 271 = L2 for ty <t <ty ,else0 (84)
Ll Tyt ta—t fp—t
2—Ll1
P 1 27" 12— 4+t
MTTF:/t- dt = —| = 2 AT (85)
to — 11 to—1t1 | 2 t to — 11 2 2
t1

A uniform distribution is shown in Figure It can be seen that the failure rate h(t)
approaches infinity for ¢t — to, i.e., has a pole at ts.

f(t) R(t)
h(t) F(t)
1.000E-02 1.000E00

8.000E-03 // 8.000E-01
6.000E-03 / / 6.000E-01

4.000E-03 / / 4.000E-01

2.000E-03 y 2.000E-01

0.000E00 0.000E00
1.0 1000.0 2000.0 3000.0

Figure 41: Uniform distribution between t1 and to

C.3 Dirac distribution

The Dirac distribution is the mathematical description of determinism: Only at time T'
does the density f(t) take a value other than 0. Thus, the density must have the property
of a Dirac shock of height 1 at time 7"

J(t) =6t —T) (6)
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Here 6(t) is the Dirac function with the property f_t;o d(t)dt = 1. So at time T the
unreliability jumps from 0 to 1:

Ft) = / (1) di = / 5(t—T)dt = o(t — T) (87)
0 0

Here o(t—T) denotes the unit jump function at time 7'. For the reliability, the immediate
result is:
Rit)y=1—-0(t—-1T) (88)
The MTTF is obviously 7', which also results computationally:
o0
MTTF—/t-é(t—T)dt—T (89)
0

The delta distribution is a special case of numerous distributions, for example the uniform
distribution (namely for t; — t2) or the normal distribution (for scatter o — 0).
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D Importances

Importances indicate the influence of each basic event on a system parameter. In the
literature a whole series of importances can be found, which are often defined differently
and almost always without naming the system parameter for which they were defined.
Thus, also regarding the importances, it is often only spoken of "failure probabilities".

Importances for the system failure rate heys (called PFH in [IEC61508]) are practically
searched in vain in the literature. This is understandable in so far, as importances
are almost always defined in connection with fault trees, and the computation of the
system failure rate with fault trees is also treated only rarely (e.g. in [NUREG]). Some
importances can be applied directly to the failure rate, some analogously, and some
importances cannot be meaningfully defined for the failure rate at all.

Although importances are mostly defined for use with fault trees, some of them can also
be applied to other models such as Markov models.

D.1 General Notes

In the sections || to [7] it was shown that often a transient (time-dependent) calculation
is necessary to get correct values. With importances one can often do without this,
because on the one hand many importances are already relative quantities by definition,
inaccuracies in numerator and denominator cancel each other out, and on the other hand
the purpose of importances is only that, to prioritize basic events or minimum cuts, for
which it also depends only on ratios or orders of magnitude and not on certain numerical
values.

To keep the formulas short and memorable, the dependence on the system lifetime T or
the averaging will not be mentioned in the following: Instead of F(T'), F' is written for
short, instead of Q(T') is written @ for short, and instead of h(T') is written h for short.

D.2 Partial Derivative (PD) and Birnbaum Importance (BI)

Immediately obvious as a measure of the importance of individual basic events is the
partial derivative (partial derivative, PD) of the system value @, F or h.

The partial derivatives of system unavailability ) and system reliability F' are also called

Birnbaum importance. @

D.2.1 Partial derivative for system unavailability

The derivative of system unavailability Qsys according to the unavailability of each basic
event (), is given by:

IPD — 8sts _ sts(Q + aQa:) - sts(Q)
@x 8Q$ 8@1‘

26There is no known source, that refers to a partial derivative of the system failure rate as "Birnbaum

(90)

importance"
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Where Q denotes the vector of (mean values of) unavailabilities of all basic events.

Using the approximation formula for the system non-availability for fault trees, the
partial derivative is calculated to be

nyvces [ MLit,i
0 [T @Q;(t) nvcs | 0 if basic event z ¢ MCS;
IPD ~ =1 =1 = Z MLit,i (91)
@x 0Q — [I Q; if basic event z € MCS;
=t U=tz
9Qsys

Using BDDs, the partial derivative Bq, can be easily determined exactly. Moving each
basic event in turn to the top of the BDD, as shown in Figure this results in

9((1 — Q) -BDDg + Q, - BDDy)
0Qq

16 = = BDD; — BDDy (92)

1_Qac,’/ Qm

Figure 42: For calculating the partial derivative with BDDs

Where BDDy is the low branch for basic event x i.e. the system unavailability in the
case, that basic event x has not failed, and BDD; the high branch i.e. the system
unavailability in the case, that basic event = has failed. Thus one can also write

I6% = BDDg1 — BDDg g = Qusys(Qz = 1) — Quys(Qz :=0) (93)

Where Qgys(Qy := 1) means the system unavailability, which results if one sets the
unavailability of basic event x to 1, and leaving the unavailability of all other basic
events at their original values.

Since BDD, o gives the probability, with which the system is not available, even if com-
ponent = is OK, and BDD, ; is the probability, that the system is then unavailable, if
component x also fails, the difference is the probability that the system is in a state
in which component x is critical, i.e., the failure of component z would lead to system

failure.

D.2.2 Partial derivative for system unreliability
The partial derivative for system unreliability can also be specified:

OFsys  Fups(F + OF,) — Fyys(F)

D — =
Fx = 9F, OF,
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Here F denotes the vector of unreliabilities of all basic events at a given time (usually at
the system end-of-life).

Example D.1 Let the fault tree of a system be BE1 AND BEZ2. Thus holds:
Feys(T) = Fr1(T) - Fr2(T)

The derivative to Fggr1(T) is Fara(T) and vice versa.

As explained in section[7], a fault tree for calculating system unreliability can also contain
conditions, i.e. basic events, which are described by their unavailability ). For these
basic events, one can substitute the partial derivative 152 = %gsys, however, the

above formulas do not apply or apply only approximately.

D.2.3 Partial derivative for system failure rate

For the system failure rate h a partial derivation only according to the occurrence rate

h. of a basic event 8;,3 = makes little sense, since the system failure rate h according to

formula also depends on the unavailability of each basic event:

nyveos [ ™Lit,MCS; NLit, MCS;
hasW Y| D - I @@ (95)
i=1 j=1 k=1,k#j

IEDX — dahTsis and IES,X = %. However, Q)

again depends on the failure rate of the same for most basic events:

Of course, one could use two derivatives

hsys = ﬂ{t(hma Qm = ﬂ{t(hr)) (96>

For regularly tested and repaired components, for example, the mean unavailability is

Q~ A (Tiest/2 + MRT) = h - (Thest /2 + MRT).

Therefore it makes more sense to define the importance IEE as the derivative with respect
to the (mean) failure rate of the basic event \;:

nmMcs
IEE — ahsys _ hsySO‘ + 8)‘96) - hsys()‘) ~ 0 < Z; hMCS,i) _ sy 8hMCS,i (97)
’ Oy Oy Oy — Oz
Using formula for the failure rate hyics,i of each minimal cut
hvcs Sh1-Q2-Qz-...-Qm
+hy-Q1-Q3 ... - Qm (98)

+...
+hm'Q1'Q2'---'Qm71
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results in

Ohmes,i Ol - Q2 Q3+ ...  Qm)

N Oz
+a(h2'Q1'Q3'---'Qm)
s
+ ...
L O Q1 Qs+ Qs (99)
Ny

m 0 (hj' [1 Qk:)
B Z k=1,k2j
4 Oy

J=1

If basic event x is not included in MCS;, this derivative is zero. Otherwise, the summand

m
with j =z isequal to [] Qg (where the unavailabilities of this product are all inde-

k=1k#j
i 80, m
pendent of base event z), and all summands with j # x are equal to h; 8(:\230 I Q.
k=1,k#j,k#x
Thus applies
nMCS 0 if BE X ¢ MCSI
IEE ~ MLit,i MLit,q MLit,s
7 ; 11 Qk-ﬁ-% > hj - I Qr wenn BE z € MCS;
k=1,k#x j=1,j#x k=1,k#j,k#x

(100)

Example D.2 Let a system consist of two different components with constant failure
rates A1 and A2, which are regularly tested at different intervals Trest i and repaired im-
mediately if necessary. The system then fails dangerously, if one of the components has
failed and in this state the second component still fails. The fault tree is thus BE1 AND
BE2. So there is only one minimum cut, namely {BE1, BE2}. Thus holds:

heys S A1 Q2+ Ao+ Q1

For the mean unavailability of each component applies Qp ~ Ay - Tiest /2 and thus for

its derwative with respect to Ay : % ~ Thest,x/2.

Thus applies

— T T T T T
IEE ~ QQ + )\2' Tert,l _ )\2 . TeZS‘c,Z + )\2' Te25t,1 _ Ag Test,l"; Test,2

and

] TTest,Q +a _ )\1 ] TTest,2

TTest 1 TTest 1+ TTest 2
)\ . ) — A 9 3
y T ! 2



D IMPORTANCES 80

D.2.4 Calculation for Markov models

Due to the above mentioned property, that the partial derivatives of unavailability or
unreliability are equal to probability, that the system is in a state from which it enters a
failure state when event x occurs, the partial derivative with respect to @, or F}, is equal
to the sum of the (average) residence probabilities of all m, states, from which an edge
of the base event x leads to a failure state:

Mo
16 =_Pj (101)
j=1

D.3 Risk-Reduction (RR)

The risk reduction potential (RR) indicates how much Q, F(T) or h would be reduced,
if basic event BE, would never occur, i.e. component x could not fail (at least not with
this failure mode).

IR}}; = QSyS(Q) - sts(Q:p = O) (102)

IFR = Fyys(F) — Fyys(F, = 0) (103)

The improvement potential can also be directly applied to the system failure rate, because
due to the definition it is irrelevant by which quantity the quality of a basic event is
defined — or by which combination of quantities. However, one must then sensibly set
h: = 0 and @, = 0 at the same time:

IR = heys(h, Q) — hgys(hg 1= 0,Q := 0) (104)

D.4 Risk-Reduction-Worth (RRW)

The Risk-Reduction-Worth (RRW) indicates, how much @, F(T') or h would be relatively
reduced, if component x did not fail:

RRW __ sts(Q) - sts(Qm = 0) . sts(Q) _
! . sts(Qx = O) B sts(Q:ﬂ = 0) 1 (105>
rRew _ Fiys(F) — Foys(Fi :=0)  Fyys(F) B
IF@ a ] FSYS(ny:: O) - Fsys(;z = 0) 1 (106)
RRW _ Psys(B, Q) — heys(he :=0,Qq :=0) _ hsys(h, Q) —
Iy = Y hsys (g :y: 0,Q, :=0) " hays(ha :y: 0,Q, = 0) 1 (107)

The Risk-Reduction-Worth can obviously assume arbitrarily large values. The larger,
the more effective is the improvement of component x. A value of =~ 0 on the other hand
means, that component x has practically no influence. Attention: The summand -1 is

often omitted.



D IMPORTANCES 81

D.5 Fussell-Vesely-Importance (FV)

Dividing the risk reduction potential by the original system size, we get the Fussell-Vesely

importance: R
FV IQ,:L“ . sts(Q) - QSys(Qr = O)
102 = Gonl@ = Qon(@) Hos
FV _ III;{,I;{ 7FSS(F)_FSS(Fz::0)
=T ® Pl (109)
FV _ IfFL{,i{ o hsys(ha Q) - hsys(hx =0, Qx = O)
fhe = @) heys(h, Q) (110)

The Fussell-Vesely importance can be calculated very easily based on minimum cuts:
Qsys(Qz = 0) is the fraction of system unavailability, which is supplied by the minimal
cuts, containing base event x not. Consequently, Qsys(Q) — Qsys(Qz := 0) is the fraction
of system unavailability, which is supplied by the minimum cuts, which contain base
event x. Thus, approximately (for small Qnics):

nMes {0 if BE, ¢ MCS;
i=1 ; if BE, € MCS;
Qsys(Q)

The same holds for IZI::Z and I}jx The Fussell-Vesely importance is thus the probability,
that at least one minimal cut, containing component x, has led to the system failure

when the system failed.

Alternatively, you can use the formula of Esary-Proschan (54)

nMCs
Qus(®) 21— ] (1 - Quiesi(1)) (112)
i=1
then you get
nuves |1 if BE, ¢ MCS;
1 1 if BE, ¢
i=1 1-— QMCS,i if BE, € MCS;
5V ~ (113)
stS(Q)
D.6 Risk Achievement (RA)
For unavailability and unreliability, risk achievement (RA) is defined as follows:
IRf;; = sts(Qa: = 1) - sts(Q) (114)

IPE,[; = FsyS(Fm =1) - Fsys(F) (115)
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With the previously introduced definition of partial derivative (Birnbaum importance)
and risk-reduction potential, the following applies immediately:

IR?U T IR’P; - (sts(Qx = 1) - QSYS(Q>) + (sts(Q) - sts(Qx = O))
= QSYS(QI =1) - sts(Qx = 0) (116)

_ 7PD
_I:v

No RA can be specified for the system failure rate h, since the failure rate of a component
(or in general: the occurrence rate of an event) is not dimensionless and therefore does
not know an upper bound Amax, and therefore there is no upper bound heys(Amax,z)-

D.7 Risk-Achievement-Worth (RAW)

If one puts the RA in relation to the original system size, we get the factor by which
the risk would increase, if the component = had always failed (Risk-Achievement-Worth,
RAW):

RAW _ @sys(Qa :=1) — Qsys(Q) _ Quys(Qu:=1)
I5AV = (@ - =5 1 (117)
IRAW — FSYS(FCC = 1) — Fsys(F) _ Fsys(Fx = 1) 1 (118)

e Foys(F) sys(F

Attention: The summand -1 is often omitted.

As for the RA, the RAW is not applicable for failure rates, since in general no limit value
exists.

D.8 Criticality Importance (CRI)

Criticality Importance (CRI) is defined as the ratio of the relative change in system size
to the relative change in component size:

asts

ICRI — sts — QSYS(Q + an;) - stS(Q) . Qx — IPD . & (119)
T %% stS(Q) an v sts(Q)
OFsys
IgRI _ Fsys _ Fsys(F + 8Fm) - FSyS(F) . FLL‘ _ ED . Fl‘ (120)
. 817% Fyys(F) O, * Fys(F)

It can be extended to the failure rate, by describing the component quantities h, and @

as a function of the failure rate of the component, as in the case of the partial derivative:
ahsys

JCRI _ hsys hsyS(’\+ ONz) — hsyS(A) Az _ yPD Az

R eys (V) O hge ()

(121)
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It is the probability that component x led to the failure, when the system failed. It thus
gives an indication where to look for the failure first, when the system has failed. Or put
another way: The greater the criticality importance, the stronger the effect of a relative
improvement of the component. It is therefore sometimes called Upgrading Importance.

D.9 Importances for generic basic events

It is also interesting to ask, how much the system property Qsys, Fsys or hgys changes, if
one changes a component which is used multiple times. Thus, it is not the importance of
a single event that is considered, but the importance of all events which refer to the same
generic basic event (GBE), including possibly existing common cause factors 3. This is
included in the following section for Example 3.

IPD ICRI

In particular, the importances and are important with respect to generic basic
events, because they indicate how much the system size changes in absolute and relative

terms, respectively, if the base size changes — for instance because it is not known exactly.

For fault trees, the partial derivative after the generic basic event xgen for system un-
availability is calculated using the approximate formula to be

NMCS MLit,q
02X (1T Q)] s (0 it GBE z ¢ MCS;
10 SR e W -y ——
Q,xgen OQxgen P angeln I1 Q; wenn GBE x € MCS;
- j=1,j#xgen

(122)
where a means the number of basic events in the minimum cut 4, which refer to the same
generic basic event xgen. The expression j # xgen means, that all basic events, which
refer to the generic basic event xgen, are to be ignored, regardless of their index in the
minimal cut.

The partial derivative for the system failure rate is calculated based on minimum cuts
to be

0 if GBE x ¢ MCS;
nn 2 ya—1 angen)al . T )
TR SR A () I e
=1 8@ a MLit,i MLit,:
+a Mgen ( m"gen) - > |n- ] @] ifGBExeMCS;
xgen j=1,j#xgen k=1,k#j k4
(123)

D.10 Example importances for system unavailability

For some simple architectures, the importances with respect to Qsys are mentioned in
the following table. In Example 3, two similar events A.1 and A.2 are ANDed. Thus, the
importances introduced in section with respect to the underlying generic basic event
(A) are also of interest here. These are denoted here by Iq gena, Wwhereas Ig o denotes the
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importance of the single event A.1 or A.2, respectively. A common-cause factor between
A.1 and A.2 was not assumed (84 = 0).

Note: The mean values @, were always used in the calculations, i.e. Qa1 - Q.2 instead
of 1/T- fOT Qa1(t) Qaso(t) dt. In addition, the approximation formula was used for
the unavailabilities of the single events.

Table 6: Importances for Qsys for simple architectures.

Value Example 1 Example 2 Example 3 Example 4
A Al A | B
Block A B B |-
diagram
B A2 C
Minimal-cut (A & B) (A}, {B) (A1 & A2}, {B) {A&C} {B&
sets C}
A 1E—4/h 1E—4/h 1E—4/h 1E—4/h
Tiest A 1000 h 1000 h 1000 h 1000 h
\B 1E-3/h 1E—-3/h 1E—6/h 1E-5/h
Tiest.B 10h 10h 10h
Ao 1E-3/h
Ticest,C 50h
Qa 0.050 000 0.050 000 0.050 000
Qr 0.005 000 0.005 000 0.000 005 0.000 050
Qc 0.025 000
Qa+(1- Qp+(1-Qp): | Qo (Qa+(1-
sts QA . QB
Qa) - QpB Qa1-Qaxz Qa)-QB)
Qsys 0.000 250 00 0.054 750 00 0.002 504 99 0.001 25119
Qsys(Qa:=0) | 0.00000000 0.005 000 00 0.000 005 00 0.000 001 25
Qsys(Qa:=1) | 0.00500000 1.000 000 00 0.050 004 75 0.025 000 00
Qsys(Qp:=0) 0.000 000 0.050 000 0.002 500 00 0.001 250 00
Qsys(Qp:=1) 0.050 000 1.000 000 1.000 000 0.025 000 00
Qsys(Qc:=0) 0.000 000 00
Qsys(Qc:=1) 0.050 047 50
QSYS(%“A . 0.000 000 0.005 000 00 0.000 00500 0.000001 25
QSYS(%“A = | 0.00500000 1.000 000 00 1.000 000 00 0.025 000 00
I'P via derivation:
IGA 0.005 000 00 0.995 000 00 0.050 000 0.024 998 75
IoE 0.050 000 0.950 000 0.997 500 00 0.023 750 00
60 0.050 047 50
16 ena 0.005 000 00 0.995 000 00 0.099 999 50 0.024 998 75

continued on next page
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Value ‘ Example 1 ‘ Example 2 Example 3 Example 4
I"P over sts(Q:L‘ = 1) — stS(Qx = 0)
IGA 0.005 00000 0.995 000 00 0.049999 75 0.024 998 75
6% 0.050 000 0.950 000 0.997 500 00 0.023 75000
60 0.050 047 50
16 rena 0.005 000 00 0.995 000 00 0.999 995 00 () 0.024 998 75
IRR — Qsys — stS(Qaz :=0)
1§ 0.000 250 00 0.049 750 00 0.002 499 99 0.001 249 94
5% 0.000 250 00 0.004 750 00 0.000 004 99 0.000001 19
Ig}*c 0.001 25119
8% 0.000 250 00 0.049 750 00 0.002 499 99 0.001 249 94
[REW — stS/stS(Qx = 0) -1
1§ 00 9.950 000 499.997 500 00 999.950 000
5y 00 0.095 000 00 0.001 99500 0.000 950 00
Iy o
150 A 00 9.950 000 00 499.997 500 00 999.950 000 00
I'V via Igr/Qsys:
I 1.000 000 00 0.908 675 80 0.998 003 98 0.999 000 95
6B 1.000 000 00 0.086 75799 0.001991 03 0.000949 10
I 1.000 000 00
16 ena 1.000 000 00 0.908 675 80 0.998 003 98 0.999 000 95
'V over 1 — Qsys(z :=0)/Qsys:
I 1.000 000 00 0.908 675 80 0.998 003 98 0.999 000 95
6B 1.000 000 00 0.086 75799 0.001991 03 0.000949 10
5 1.000 000 00
16 ena 1.000 000 00 0.908 675 80 0.998 003 98 0.999 000 95
I¥V over minimal cuts:
I 1.000 000 00 0.91324201 0.998 008 97 0.999 050 90
1B 1.000 000 00 0.091 32420 0.001 996 02 0.000 999 05
5 1.000 000 00
I enA 1.000 000 00 0.91324201 0.998 008 97 0.999 050 90
IRA = sts(.%' — 1) - sts:
I§% 0.004 750 00 0.945 250 00 0.047 499 76 0.023 748 81
&% 0.049 750 00 0.945 250 00 0.997 49501 0.023 748 81
Ig{*c 0.048 796 31
IE% A 0.004 750 00 0.945 250 00 0.997 49501 (f) 0.023 748 81
IRA — IPD _ IRR:
184 0.004 750 00 0.945 250 00 0.047 50001 0.023 748 81
8% 0.049 750 00 0.945 250 00 0.997 49501 0.023 748 81
Ig{% 0.048 796 31
Igégen A 0.004 750 00 0.945 250 00 0.097 499 51 0.023 748 81

continued on next page
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Value ‘ Example 1 ‘ Example 2 Example 3 Example 4
[RAW — Qsys(7 :=1)/Qsys — 1
153 19.00000000 | 17.26484018 18.962 075 66 18.981 01803
IgEY 199.00000000 | 17.264 84018 398.203 588 84 18.981 01803
IRV 39.000 000 00
IS A 19.00000000 | 17.26484018 398.203 588 84 18.981 01803
ICRI — IPD Qx/sts
6% 1.000 000 00 0.908 675 80 0.998 008 97 0.999 000 95
I8 1.000 000 00 0.086 75799 0.001 99103 0.000 949 10
5% 1.000 000 00
IR A 1.00000000 | 0.908675 80 1.996 007 96 0.999 000 95

D.11 Example importances for system failure rate

For some simple architectures, the importances with respect to hgys are mentioned in the
following table. In Example 3, two similar events A.1 and A.2 are ANDed. Thus, the
importances introduced in section [D.9 with respect to the underlying generic base event
are also of interest here. These are denoted here by I}, gena, Whereas I, o denotes the
importance of the single event A.1 or A.2, respectively.

Table 7: Importances for hsys for simple architectures

Value Example 1 Example 2 Example 3 Example 4
A Al A - B
Block Al B B |-
diagram
B A2 C
A& CH {B&
minimal-cuts {A & B} {A}, {B} {A1 & A2}, {B} { C}}7 {
A 1E—4/h 1E—4/h 1E—4/h 1E—4/h
Tiest, A 1000 h 1000 h 1000 h 1000 h
AB 1E—3/h 1E—3/h 1E—6/h 1E=5/h
Thest B 10h 10h 10h
Ao 1E-3/h
ﬂest,C 50h
QA 0.050 000 0.050 000 0.050 000
Qp 0.005 000 0.005 000 0.000 005 0.000 050 ‘
Qc 0.025 000
ha-Qp+ hai-Qaz+ ha-Qc+he-Qa+
Risys ha+hp
hp-Qa haz-Qa1+hg | hg-Qc+hc-Qp

continued on next page
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Value Example 1 Example 2 Example 3 Example 4
hy-he- (TA +
ha-hg -
hsys (Ta +Ti)/2 ha+hp ha-ha-Ta+hp | Tc)/2+ hp - hc -
(Tp +1c)/2
hsys 5.0500E—5/h 1.1000E—3/h 1.1000E—5/h 5.2800E—5/h
hsys(A::O) 0.00000000/h | 0.00100000/h 0.000001 00/h 0.000 000 30/h
hSyS(B::O) 0.000000/h 0.000 100 00/h 0.00001000/h 0.000 052 50/h
hSyS(C:zo 0.000 000 00/h
hs S -
Y (goe)n 0.00000000/h | 0.00100000/h | 0.00000100/h 0.000 000 30/h
I'D via derivative:
hg - (T
Ohsys/OAA B (Tat 1 ha-Ta ho - (Ta +Te)/2
Tp)/2
ha-(Taq+
heys /O 1 1 he - (T Teo)/2
Ohsys /OB Tp)/2 ¢ (Tp+1¢)/
ha-(Ta+Tc)/2+
Ohgys /O
vs/ o hg - (T +Tc)/2
hg - (T4 +
Ohgys/ONgena BTB() /g 1 2ha Ty he - (Ta+Tc)/2
IE’R 0.505 00000 1.000 00000 0.100000 00 0.525 00000
Iﬁ% 0.05050000 1.000 000 1.000 000 0.030 000
g% 0.052 800 00
T A 0.505 000 00 1.000 000 0.200 000 00 0.525 000 00
RR — hsys — hsys(x :=0):
KR 0.00005050/h | 0.00010000/h | 0.00001000/h 0.000 052 50/h
Iﬁ% 0.000 050 50/h 0.001 000 00/h 0.000001 OO/h 0.000 000 30/h
¢ 0.00005280/h
IR 0.00005050/h | 0.00010000/h | 0.00001000/h 0.000 052 50/h

[REW — hsys/hsys(x :=0) — 1:

Iﬁw 00 0.100 000 00 10.000 000 00 175.000 000 00
LY 00 10.000 000 00 0.100 000 00 0.005 714 29
eV 00
LA 00 0.100 000 00 10.000 000 00 175.000 000 00
IFV via IRR /by
I 1.000 000 00 0.090 909 09 0.909 090 91 0.994 31818
Iy 1.000 000 00 0.909 09091 0.090 909 09 0.005 681 82
LG 1.000 000 00
I Yena 1.000 000 00 0.090 909 09 0.909 09091 0.994 31818
'V over 1 — heys(x = 0)/hgys:
L 1.000 000 00 0.090 909 09 0.909 09091 0.994 31818
IS 1.000 000 00 0.909090 91 0.090 909 09 0.005 681 82
'Y, 1.000 000 00
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Value Example 1 Example 2 Example 3 Example 4
Iy ena 1.00000000 | 0.090909 09 0.909090 91 0.994 318 18

IV via minimal cuts:
I 1.000 000 0.090 909 09 0.909 090 91 0.994 31818
IS 1.00000000 | 0.90909091 0.090 909 09 0.005 681 82
b 1.000 000 00
Ih YA 1.00000000 | 0.090909 09 0.909090 91 0.99431818
IR = TPD . Ry [ hgys:
IR 1.000 000 0.090 909 09 0.909 090 91 0.994 31818
IR 1.00000000 | 0.90909091 0.090 909 09 0.005 681 82
I 1.000 000 00
IR 1.00000000 | 0.090909 09 1.818182 0.994 31818

h,genA
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E Glossary and list of abbreviations

Table 8: Terms and abbreviations

Term

Meaning

About the same, but certainly smaller. Means here: The for-
mula is slightly conservative, but for correctly designed systems
(unavailabilities only slightly larger than zero) practically well
usable.

Failure density

f(t), derivative of —unreliability.

Failure rate

—occurrence rate.

Basic event

An event of a —element.

Condition Condition Event. A basic event described only by a probability
(typ. unavailability), not by an occurrence rate.
53 The common cause factor relating to the occurrence rate or un-

availability of multiple events that are not completely indepen-
dent.

Occurrence rate

The rate of occurrence of an event conditioned with respect to
availability or reliability. When it refers to an event describing
a failure, also called failure rate.

Element Any —component, human behavior, or environmental condi-
tion, that affects the behavior of the system.

Event A situation or state that an element or system can enter.

EUC Equipment under Control, term from [[EC61508], here always
denoted by "process".

f(t) —failure density

F(t) —unreliability

Failure rate —Occurrence rate

FT Fault Tree, Fault Tree

FTA Fault tree analysis

h —occurrence rate

HR Hazard Rate, actual or calculated (i.e., estimated) occurrence
rate of a hazard.

Edge The representation of a basic event in a Markov model.

Component A technical unit that can usually fail with different failure
modes.

MRT Mean repair time, mean time between detection of a failure and
repair, if the process (in [IEC61508]: the "EUC") is still oper-
ated in case of a detected failure.

MTTD Mean time to detect, mean time to detect failure.

MTTF Mean time to failure and also mean time of fault free operation

between two failures.

continued on next page



E GLOSSARY AND LIST OF ABBREVIATIONS 90

Table 8: Terms and abbreviations

Term Meaning

MTTR Mean time to restoration. Recovery time. Includes the
—MTTD and the -=MRT.

Unavailability probability Q(t) that a —element will not work, if it is requested
at time ¢.

PFD Probability of Failure on Demand, denoting the mean
—unavailability @ in [IEC61508].

PFH Probability of Failure per Hour, designation of the mean condi-
tional failure frequency (failure rate) — overlineh of a system
in [TEC61508].

PFTT Process Fault Tolerance Time, also Process Safety Time, time
a process can be operated with incorrect manipulated variables
without entering an unsafe status.

PI Prime Implicant, Prime Implicant. Equivalent of a minimum
cut in the case of incoherent fault trees. In the case of coherent
fault trees, prime implicants are identical to minimal cuts.

Q —unavailability

Sub-tree A partial fault tree referenced by transfer gate as — branch in

a higher fault tree.

System lifetime

THR

The planned deployment time of the system under consideration.
Needed when the quantity of interest is not constant and not
periodic, i. e., in particular to determine — unreliability, or when
basic events of the model "non-restorable" are included in the
fault tree or Markov model.

Tolerable Hazard Rate, target for safety functions with contin-

uous or frequent demand.

TPFD

Tolerable Probability of Failure on Demand, acceptable unavail-
ability, target value for safety functions with rare (low) demand.

TPFH

Tolerable Probability of Failure per Hour, acceptable failure
rate, target for safety functions with continuous or frequent de-
mand. Mathematically and at the top level also logically iden-
tical to -THR.

Unreliability

probability F'(t1,t2) that a —element fails during the time pe-

riod t1... t2.

continued on next page
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Table 8: Terms and abbreviations

Term

Meaning

w(t)

occurrence frequency in the case of testable and/or repairable
events. Unlike h(t), w(t) is conditional only with respect to the
last test or replacement, not with respect to the availability of
the system. Thus, w(t) is often referred to as unconditional
occurrence frequency. Unlike f(¢), w(¢) is conditional with re-

spect to the last test or swap, so its integral over time can be-
come larger than 1.

Branch

The part of a fault tree, which is below a certain gate including
the gate itself. Special case: a base event is also a branch.
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